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THE QUANTUM INTERNET: .. ©
THE NEXT ICT REVOLUTION .

L

Angela Sara Cacciapuoti, Marcello Caleffi

n -
Internet has dramatically progressed in a way that was unim- !,r’”’/
aginable when it was conceived, by deeply changing our every- P /,f
day lives. But the advent of the engineering phase of quantum -~ s
technologies isimposing a new breakthrough within the ICT his-~ o
tory: the design and the deployment of the QUANTUM INTER- - , |
NET - a communication network enabling quantum communi- : =
cations among remote quantum nodes. In fact, the Quantum L
Internet will support functionalities with no direct counterpart -
in the classical Internet, likely in ways we cannot imagine yet. -~
To this aim, the Quantum Internet imposes a major paradigm
shift in terms of network design and utilization. In this short
article, we will provide a concise technical introduction to the
Quantum Internet: what, why, and how. -
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The Quantum
Internet

In the realm of computing, prob-
ably the most commonly referred
quantum algorithm is the pioneer-
ing Shor’s factoring algorithm,
which proved the disruptive poten-
tial of quantum computation for
integer factorization [1].

The hardness of the integer factor-
ization problem constitutes the es-
sence of the most widely adopted
method for securing our communi-
cations over the modern Internet.
Cracking a 2048-bit RSA encryp-
tion key with a classical super-
computer takes billions of years -
more than the age of the universe
- but it would take only a few min-
utes (or hours) by using a quantum
computer [2]. This implies that our
online banking system, encrypted
so far with 1024-bit keys, can be
almost instantaneously decrypted
when a fully functioning quantum
computer is available.

A quantum computer inherits its
computing power owing to the
unique features of its building
blocks - aka the quantum bits (qu-
bits), describing a discrete two-
level quantum state - to be in
unconventional states such as su-
perposition and entanglement. To
elaborate a little further, in clas-
sical domain, the unit of informa-
tion is conveyed by the binary digit
(bit), which can only hold the value
“0” or “1” at a certain time. By con-
trast, the unit of quantum infor-
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mation - the so-called qubit - can
be used to convey “0”, “1”, or the
superposition of both of them at
the same time. Meanwhile, entan-
glement - the most distinguishing
quantum phenomenon with no
counterpart in the classical world
- is a special case of superposi-
tion of multiple qubits in which the
quantum states of the particles
become inextricably linked.

And any action experienced by one
particle will immediately influence
the others even if they are sepa-
rated at a great distance [3]-[5].

Thanks to these marvels - and by
grossly oversimplifying - the com-
puting power of a quantum com-
puter scales exponentially with
the number of qubits that can be
embedded and interconnected
within [4]-[6].

The greater is the number of qu-
bits, the harder is the problem that
can be solved by a quantum com-
puter.

Unfortunately, qubits are very
fragile and easily corrupted by in-
teractions with the outside world,
via a noise process known as
decoherence [3], [7]. And the chal-
lenges for controlling, intercon-
necting, and preserving the qubits
get harder as the number of qubits
within the quantum processor in-
creases.

A very promising approach to ad-
dress the challenges arising in the

realization of large-scale quantum
processors is to realize a quantum
communication network - aka the
Quantum Internet - to mimic mod-
ern high-performance computing
infrastructures -where thousands
of processors, memories and stor-
age units are inter-connected,
and the computational tasks are
solved by adopting a distributed
computing approach [5].

In fact, with the availability of this
communication infrastructure and
by adopting the distributed para-
digm, the Quantum Internet can
be regarded as a virtual quantum
machine constituted by a high
number of qubits, scaling with the
number of interconnected devices.

This, in turn, implies the possibility
of an exponential speed-up of the
quantum computing power, with
just a linear amount of the physi-
cal resources [6], i.e., the quantum
processors.

More in detail, the Quantum Inter-
net is a global quantum network,
able to transmit qubits and to dis-
tribute entangled quantum states
among remote quantum devices
through quantum links, in synergy
with classical links.

Such a quantum network consti-
tutes a breakthrough, since it will
provide unparalleled capabilities
[8]-[10] - by exploiting its expo-
nentially larger state space - rang-
ing from blind computing through
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secure communications to noise-
less communications, which have
already been theorized or even
experimentally verified [3], [5], [6],
as recently overviewed by an IETF
Quantum Internet Draft [11].

The Road Towards
the Quantum Internet

As mentioned before, the gravest
challenge of quantum information
technologies is mitigating the de-
leterious effects of quantum de-

1

coherence, a type of noise with no
counterpart in classical networks.
An immeasurable amount of ef-
forts has been invested for perfec-
ting the physical implementation
of quantum processors and quan-
tum links as well as for composing
various error control protocols on
the upper layers for circumventing
the unavoidable imperfection.

In the classical domain, several
methods of error-control or con-
gestion are invoked to guarantee
the successful transmission of in-
formation, such as forward error-

The schematic of a quantum teleportation protocol

Classical channel

correction in the physical layer as
well as automatic request protocol
(ARQ) in the data-link and network
layer within the classical TPC/IP
network stack.

And they have been proven to be
effective solutions for the classical
Internet during the last decades.
However, these techniques rely on
the capability of extensively rea-
ding and copying information.

Bits are duplicated among the dif-
ferent components of a network
and among different nodes.
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Quantum Network A

@ multi-hop entangled node
B single-hop entangled node

B quantum repeater node (R; )

Unfortunately, this does not hold
in the Quantum Internet as a con-
sequence of the no-cloning theo-
rem - which forbids any possibility
of duplicating an unknow qubit.

Furthermore, the simple act of
measuring - i.e., reading - a qubit
irremediably alters the encoded
quantum information due to the
quantum measurement postulate.

Due to the aforementioned quan-
tum principles, it results that - al-
though one can transmit directly a
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Intermediate Quantum Network

2

Quantum Network B

The stylized topology of entanglement distribution in the Quantum Internet.

The initial network consists of a transmitter node (A), a distant target node (B)
and intermediate repeater nodes (Ri)

qubit to a remote node via a fiber
link by encoding the quantum in-
formation within an inner state of
a photon - if the traveling photon
is lost due to attenuation or it is
corrupted by noise, the associa-
ted quantum information cannot
be recovered via a measuring pro-
cess or a copy of the original in-
formation.

As a consequence, the direct
transmission of qubits via pho-
tons is not readily feasible, unless
the network applications can tole-

rate the loss of information and/
or low transmission success rates,
as in Quantum Key Distribution
(QKD) networks [3].

If the quantum links are inevita-
bly noisy and direct transmission
of qubits is not feasible, how can
we possibly conceive a reliable
connection between two remote
quantum processors? Luckily, the
wonderful properties of quantum
mechanics equip the Quantum
Internet for transferring quantum
information without actually sen-

anno 29 = 2/2020

63

ding any qubit through the quan-
tum channel by the virtue of quan-
tum teleportation [3], [12].

The quantum teleportation process
of a single qubit is illustrated in Fig.
1.

Specifically, to realize the marvel
of quantum teleportation, two re-
sources are needed.

One resource is classic: two classi-
cal bits must be transmitted from

the source to the destination.

The other resource is quantum: a
maximally entangled pair of qubits,

Classical Trajectories

Information
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——— Channel B———
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—* Channel A ——

Information

Mmaton Channel B ———

also known as EPR pair, must be
generated and shared between the
source and the destination.

As a consequence, quantum te-
leportation requires two commu-
nication links, a classical link for
transmitting the pair of classical
bits and a quantum link for entan-
glement generation and distribu-
tion.

From this, it results that the inte-
gration of classical and quantum
resources is a crucial aspect for the
Quantum Internet. In particular,
the classical communication re-
sources - i.e., the classical links for

3

transmitting classical bits - will be
likely provided by integrating clas-
sical networks such as the current
Internet with the Quantum Internet

[71.

Regarding the quantum communi-
cation resources, it seems attrac-
tive to utilize existing optical fiber
networks. However, efficient ways
to interface photons with the har-
dware implementing the qubits
within a quantum processor are yet
to be found.

Furthermore, the heterogeneity of
the hardware underlying computa-

Classical trajectories versus Quantum Trajectories [16]: (left plot) a

message traversing two channels in a well-defined causal order; (right plot)
a message traversing two channels in a superposition of different orders
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tional/memory qubits - atoms, ion
traps, superconducting circuits, etc.
- within and among the quantum
network nodes must be seamlessly
handled by the network functiona-
lities [4].

This constitutes a distinctive chal-
lenge for the Quantum Internet
design with respect to classical net-
works.

Furthermore, the notion of connec-
tivity in the Quantum Internet will
be highly determined by the avai-
lability of EPR pairs amongst the
quantum nodes across the network.

Consequently, one of the funda-
mental requirements of the Quan-
tum Internet is the reliable distribu-
tion of EPR pairs amongst quantum
nodes as depicted in Fig 2. Similar
to the classical network, entangle-
ment distribution is accomplished
via a quantum repeater [13].

In contrast to a classical repeater,
where it relies on the decode-and-
forward mechanism, a quantum
repeater hinges on the capability of
performing entanglement swapping
[11] for extending the connectivity
within the quantum networks.

On the Noise
Mitigation: Some
more Perspectives

Obviously, we are facing similar
challenges in both classical and
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quantum communications, na-
mely mitigating the effects of
noise introduced by the commu-
nication channels.

Borrowing the idea of classical
error control, we can have the
quantum version of classical error
correction.

However, the major drawback of
this direct approach is that error
correction in the quantum do-
main requires a massive overhead
in terms of physical qubits needed
to implement a fault-tolerant lo-
gical qubit [14].

In our research group, we appro-
ach this problem in a different
light. As previously mentioned,
quantum information can be in
the superposition of multiple sta-
tes. Interestingly, the concept of
superposition state can be exten-
ded to the superposition of quan-
tum channels.

Specifically, quantum particles
can propagate simultaneously
among multiple space-time tra-
jectories - aka quantum trajecto-
ries - as illustrated in Fig. 3.

By exploiting this unconventional
capability, quantum superposi-
tions of noisy channels can beha-
ve as perfect noiseless quantum
communication channels, even if
no quantum information can be
successfully transmitted throu-
ghout either of the noisy compo-

nent channels individually [15],
[16].

This phenomenon has no classi-
cal counterparts and potentially
opens new unexplored possibili-
ties to achieve transmission rates
exceeding the fundamental limits
of conventional (quantum) Shan-
non theory [15], [16], with the
Quantum Internet providing the
underlying infrastructure.

Conclusions

The marvel of quantum techno-
logy soon will embrace the world
of Internet. The Quantum Internet
will enable various alluring appli-
cations without classical counter-
parts. Ultimately, the journey to-
wards the Quantum Internet is a
multi-disciplinary and collaborati-
ve endeavor.

The communications engineer
community with both its acade-
mic and industrial components
can and should play a fundamen-
tal role in this journey. Indeed,
with this intent, the “Emerging
Technical Committee on Quan-
tum Communications and Infor-
mation Technology (QCIT- ETC)”,
where our Quantum Internet
group actively participates, has
been established within the IEEE
Communications Society.

There are also already significant
on-going efforts toward quantum
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network design and standardiza-
tion. In this regard, we would like
to mention the working group
within the Internet Engineering
Task Force (IETF), where resear-
chers, including our groups, are
trying to conceptualize the archi-
tectural principles of the Quan-
tum Internet [11].

Acknowledgement

The authors thank Dr. Daryus
Chandra, Daniele Cuomo and
Shima Hassanpour - members of
the www.Quantuminternet.it re-
search group at the University of
Naples Federico Il - for their con-
tribution in writing this article B



66

notiziariotecnico

References

1.

P. W. Shor, “Polynomial-Time Algorithms for
Prime Factorization and Discrete Logarithms on a
Quantum Computer,” SIAM Review, vol. 41, no. 2,
pp. 303-332, 1999.

R. Van Meter, K. M. Itoh, and T. D. Ladd,
“Architecture-Dependent Execution Time of Shor’s
Algorithm,” in Controllable Quantum States:
Mesoscopic Superconductivity and Spintronics,
World Scientific, 2008, pp. 183-188.

A. S. Cacciapuoti, M. Caleffi, R. Van Meter, and

L. Hanzo, “When Entanglement Meets Classical
Communications: Quantum Teleportation for

the Quantum Internet,” IEEE Transactions on
Communications (Invited Paper), 2020.

M. Caleffi, D. Chandra, D. Cuomo, S. Hassanpour,
and A. S. Cacciapuoti, “The Rise of the Quantum
Internet,” Computer, vol. 53, no. 6, pp. 67-72, 2020.
D. Cuomo, M. Caleffi, and A. S. Cacciapuoti,
“Towards a Distributed Quantum Computing
Ecosystem,” IET Quantum Communication (Invited
Paper), 2020.

M. Caleffi, A. S. Cacciapuoti, and G. Bianchi,
“Quantum Internet: From Communication to
Distributed Computing!,” in Proceedings of the
5th ACM International Conference on Nanoscale
Computing and Communication (Invited Paper),
2018, pp. 1-4.

A. S. Cacciapuoti, M. Caleffi, F. Tafuri, F. S. Cataliotti,
S. Gherardini, and G. Bianchi, “Quantum Internet:
Networking Challenges in Distributed Quantum
Computing,” IEEE Network, vol. 34, no. 1, pp.
137-143, 2019.

K. Bourzac, “4 Tough Chemistry Problems that
Quantum Computers Will Solve,” IEEE Spectrum,
vol. 54, no. 11, pp. 7-9, 2017.

J. Biamonte, P. Wittek, N. Pancotti, P. Rebentrost, N.

Wiebe, and S. Lloyd, “Quantum Machine Learning,”
Nature, vol. 549, no. 7671, pp. 195-202, 2017.

III
=
=

10.

11.

12.

13.

14.

15.

16.

P. Botsinis, D. Alanis, Z. Babar, H. V. Nguyen, D.
Chandra, S. X. Ng, and L. Hanzo, “Quantum Search
Algorithms for Wireless Communications,” IEEE
Communications Surveys & Tutorials, vol. 21, no. 2,
pp- 1209-1242, 2019.

W. Kozlowski, S. Wehner, R. Van Meter, B. Rijsman,
A. S. Cacciapuoti, and M. Caleffi, “Architectural
Principles for a Quantum Internet,” Internet
Engineering Task Force (Work in Progress), Mar.
2020.

C. H. Bennett, G. Brassard, C. Crépeau, R. Jozsa,

A. Peres, and W. K. Wootters, “Teleporting an
Unknown Quantum State via Dual Classical and
Einstein-Podolsky-Rosen Channels,” Physical
Review Letters, vol. 70, no. 13, pp. 1895-1899,
1993.

R. Van Meter and J. Touch, “Designing Quantum
Repeater Networks,” IEEE Communications
Magazine, vol. 51, no. 8, pp. 64-71, 2013.

Z.Babar, D. Chandra, H. V. Nguyen, P. Botsinis, D.
Alanis, S. X. Ng, and L. Hanzo, “Duality of Quantum
and Classical Error Correction Codes: Design
Principles and Examples,” IEEE Communications
Surveys & Tutorials, vol. 21, no. 1, pp. 970-1010,
2019.

A. S. Cacciapuoti and M. Caleffi, “Capacity Bounds
for Quantum Communications through Quantum
Trajectories,” arXiv preprint arXiv:1912.08575,
2019.

M. Caleffi and A. S. Cacciapuoti, “Quantum

Switch for the Quantum Internet: Noiseless
Communications through Noisy Channels,” IEEE
Journal on Selected Areas in Communications, vol.
38, no. 3, pp. 575-588, 2020.

anno 29 = 2/2020

67

Angela Sara Cacciapuoti

angelasara.cacciapuoti@unina.it

Angela Sara Cacciapuoti is a faculty at the University of Naples Federico Il, Italy. Since July 2018, she held the
national habilitation as "Full Professor" in Telecommunications Engineering. Currently, Angela Sara serves as
Area Editor for IEEE Communications Letters, and as Editor/Associate Editor for the journals: IEEE Trans. on
Communications, IEEE Trans. on Wireless Communications, IEEE Trans. on Quantum Engineering and IEEE
Open Journal of Communications Society. In 2016 she has been an appointed member of the IEEE ComSoc
Young Professionals Standing Committee. Since 2017, she has been the elected Treasurer of the IEEE Women
in Engineering (WIE) Affinity Group of the IEEE Italy Section. Since 2018, she has been appointed as Publicity
Chair of the IEEE ComSoc Women in Communications Engineering (WICE) Standing Committee and then
in 2020 as Vice-Chair of WICE. Her current research interests are mainly in Quantum Communications and
Quantum Information Processing. B

Marcello Caleffi

Marcello Caleffi is with the DIETI Department, University of Naples Federico Il, and with the National
Laboratory of Multimedia Communications, National Inter-University Consortium for Telecommunications
(CNIT). From 2010 to 2011, he was with the Broadband Wireless Networking Laboratory at Georgia Institute
of Technology and with the NaNoNetworking Center in Catalunya (N3Cat) at the Universitat Politecnica
de Catalunya (UPC), as visiting researcher. Since July 2018, he held the Italian national habilitation as Full
Professor in Telecommunications Engineering. His work appeared in several premier IEEE Transactions and
Journals, and he received multiple awards Currently, he serves as editor/associate technical editor for IEEE
Trans. on Quantum Engineering, IEEE Communications Magazine and IEEE Communications Letters. He
has served as Chair, TPC Chair, and TPC Member for several premier IEEE conferences. In 2017, he has been
appointed Distinguished Lecturer from the IEEE Computer Society. In 2019, he has been appointed member
of the IEEE New Initiatives Committee from IEEE Board of Directors. B

marcello.caleffi@unina.it

ul
=
=



