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ABSTRACT

Currently, although a standard distinction between quantum data
plane and quantum control plane is still missing, preliminary works
specify that classical control messages operating at the granularity
of individual qubits and entangled pairs are, in terms of functionali-
ties, closer to classical packet headers than control plane messages.
Thus, they have been considered as part of the quantum data plane,
by contributing to its overall overhead. As a consequence, the very
concept of throughput needs to be re-defined and studied within
the Quantum Internet. The aim of this treatise is to shed the light
on this crucial aspect. Specifically, we conduct a theoretical anal-
ysis to understand the factors determining the overhead in the
quantum data plane and their reflection on the throughput. The
analysis is crucial and preliminary for designing any effective quan-
tum communication protocol. Specifically, we derive closed-form
expressions of the throughput in different scenarios, and the non-
linear relationship between throughput, entanglement throughput
and classical bit rate is disclosed. Finally, we validate the theo-
retical analysis through numerical results conducted on the IBM
Q-Experience platform.
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1 INTRODUCTION

When it comes to the Quantum Internet [2, 5, 12], due to the differ-
ent nature of the underlying physical mechanisms, it is not possible
to adopt the same approaches and protocols holding in the classical
networks by inference. Actually, the design of an abstract quantum
network model that leads to the definition of a reference standard
is still an open problem. This model has to harness the peculiarities
of quantum mechanics and the intrinsic interactions between the
quantum network and a classical network.

In this regard, a crucial aspect is represented by the distinction
between quantum data plane and quantum control plane. In fact,
the aforementioned distinction allows a more effective design of
the abstract quantum network model along with its functionalities.
Currently, a standard distinction between data and control planes
is still missing, although the debate is ongoing and boiled. A pre-
liminary work has been made in [10], where it has been specified
that control information messages operating at the granularity of
individual qubits and entangled pairs, such as heralding messages
used for elementary link generation are, in terms of functionali-
ties, closer to classical packet headers than control plane messages.
Thus, they have been considered as part of the quantum data plane.
Hence, according to this preliminary standard [10], a quantum data
plane also includes the exchange of classical control information at
the granularity of individual qubits and entangled pairs.

With the aforementioned discussion in mind, it is clear that this
classical control information contributes to the overall overhead
characterizing the quantum data plane. Hence, the very concept of
throughput needs to be re-defined and studied.

The aim of this treatise is to shed the light on this crucial as-
pect. Specifically, we conduct a theoretical analysis to understand
the factors determining the overhead in the quantum data plane
and their reflection on the throughput. The analysis is crucial and
preliminary for designing any effective quantum communication
protocol.

In the following, we focus on the quantum teleportation, since
it represents a concrete example of quantum communication pro-
tocol that exploits the control information messages operating at


https://doi.org/10.1145/3477206.3477448
https://doi.org/10.1145/3477206.3477448
https://doi.org/10.1145/3477206.3477448

NANOCOM ’21, September 7-9, 2021, Virtual Event, Italjessica llliano, Angela Sara Cacciapuoti, Antonio Manzalini, and Marcello Caleffi

Physical Architecture

i i Physical Quantum Processor

@ oata Qubit
@ communication Qubit

= Quantum Link distributing

Entanglement among qubits

Classical Link transmitting bits.

Qubit measurement operation

Hadamard operation

D Single qubit operation

é CNOT Operation

Figure 1: Physical Network Architecture and Quantum Tele-
portation process.

the granularity of individual qubits and entangled pairs [2, 5, 8].
The conducted analysis can be easily extended to other quantum
communication protocols, affected by the quantum data-plane over-
head.

Specifically, the quantum teleportation process [3] requires the
support of the classical network for exchanging control information
messages for the entanglement generation and distribution process
as well as for the sharing of the classical output (2 bits as detailed
in Section 2) of the Bell-State Measurement(BSM). These control
information represents quantum data plane overhead.

Stemming from this, we re-define the concept of quantum through-
put. Closed-form expressions of the throughput are derived in differ-
ent scenarios, and the non-linear relationship between throughput,
entanglement rate and classical bit rate is disclosed.

Finally, we validate the theoretical analysis through numerical
results conducted on the IBM Q-Experience platform [7].

2 MODELING AND PRELIMINARIES

2.1 Quantum Network Architecture and
Quantum Teleportation

We consider the quantum network architecture shown in Fig. 1,
where quantum information must be transmitted between two
quantum processors. Each quantum processor has two different
subsets of qubits: communication qubits and data qubits [10]. Com-
munication qubits are devoted to the entanglement generation and
distribution process [10]. Data qubits are devoted to store and pro-
cess the quantum states. Generally, the two subsets have different
physical implementations, therefore a qubit cannot be used as com-
munication qubit and as data qubit, contemporaneously. In Fig. 1,
the communication qubits are denoted with the capital letter C.
As explained in Sec. 3, this separation affects the communication
process and the throughput.

As mentioned in the introduction, we consider the quantum
teleportation as a concrete example of quantum communication
protocol that exploits the control information messages operating
at the granularity of individual qubits and entangled pairs.

More in detail, quantum teleportation provides an invaluable
strategy for transmitting qubits without the physical transfer of

the particle storing the qubit [2]. Indeed, with just local opera-
tions, referred to as Bell-State Measurement (BSM), and a couple
of maximally entangled qubits, referred to as EPR pair, shared be-
tween source and destination, quantum teleportation allows one to
“transmit” an unknown quantum state [2, 5, 13].

Quantum teleportation implies the destruction of both the origi-
nal qubit (encoding the quantum information to be transmitted and
denoted in Fig. 1 with the capital letter D) and the EPR member at
the source, as a consequence of the BSM. Indeed, the original qubit
is reconstructed at the destination once the output of the BSM at
the source — 2 classical bits — is received through a classical link.
These bits are used at the destination to choose, among 4 possible
operations, the unique operation U(-) able to transform the com-
munication qubit at the receiver, i.e., C in Fig. 1, into the original
quantum state D.

Furthermore, as mentioned above, the EPR pair is depleted dur-
ing the teleportation and a new EPR pair must be generated and
distributed between the communication qubits before a new quan-
tum teleportation process could occur. But, at the end of the pre-
vious teleportation, the communication qubit at the destination is
storing the reconstructed quantum state D. Hence, before generat-
ing/distributing a new EPR pair involving the same communication
qubits, the transmitted quantum state must be moved out of the
communication qubit at the receiver through a swap operation!.

2.2 Preliminaries

In the following, we collect some definitions that will be used
through the paper.

As described in Sec. 2.1, without a successful entanglement gener-
ation and distribution process, the teleportation process cannot take
place. Such an entanglement generation and distribution process
can be implemented through different strategies and architectures
[3, 10]. In particular, the entanglement may be generated locally
at one node, at both nodes or at mid-point and then distributed
[3, 10].

The control messages needed in this process contributes to the
overhead of the quantum data plane. To quantify such an overhead,
the considered entanglement generation and distribution mecha-
nism? has to be specified. In order to abstract from the particulars
of the adopted entanglement generation and distribution process,
we introduce the general parameter 7, denoting the average time
needed for generating and distributing an EPR pair between the
source and the destination, by including the time to exchange the
required control messages. The abstraction from the particulars is
very common in literature, since it leads to tractable mathematically
analysis without any loss in generality.

Furthermore, T, depends on several factors, including the adopted
qubit technology, the distance between source and destination,
noise phenomena e.g., quantum decoherence [1, 13] [4]. In this
regard, T, may depend on the adopted noise counteractions, such

!Due to the no-cloning theorem, the transmitted quantum state can not be simply
copied into a data qubit. Hence, a swap operation [13], i.e., a sequence of 3 CNOTs, is
necessary to “move” the transmitted state into a data qubit.

%If the entanglement is generated at source, one of the two entangled particles is sent
to the destination node. The latter has to communicate, for example with an ACK,
whether the particle has been received correctly or not. Only in the affirmative case
the teleportation can have place. Several protocols can be designed in order to properly
establish the entanglement between source and destination.
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as entanglement distillation [13]. In the developed analysis and
in the numerical evaluation section, we analyze and discuss these
dependencies.

Stemming from the aforementioned discussion, we introduce
the following definition.

Definition 1. T, 2 % denotes the entanglement throughput,

which can be determined as the inverse of the average time T.

Definition 2. 7gsyp denotes the average time to perform a BSM
at the source and the unique operation U (-), whereas 7syw denotes
the average time to perform a swap operation at the destination.

Definition 3. R}, denotes the bit rate characterizing the consid-
ered classical communication channel between the source and the
destination, whereas 7; denotes the communication delay for re-
ceiving, at the destination, the output of the BSM performed at the
source.

Both 7gsm and 7sw depend on the particulars of the adopted
qubit technology. Furthermore, in an heterogeneous hardware sce-
nario, such times may vary among the network nodes. 7¢ depends
on the distance between source and destination, propagation char-
acteristics of the considered medium (e.g., free-space, fiber, etc.),
the particulars of the adopted classical communication strategy.

Definition 4. T denotes the teleporting throughput I, i.e., the ef-
fective number of qubits successfully delivered through a quantum
communication link in the time unit.

3 THROUGHPUT ANALYSIS

Here, first in Sec. 3.1 we develop the theoretically analysis by as-
suming that each quantum processor has only one communication
qubit, as depicted in Fig. 1. Then, in Sec. 3.2 we generalize the anal-
ysis by considering N communication qubits for each processor,
as depicted in Fig. 2. Finally, in Sec. 3.3, we extend the analysis to
quantum repeater network architectures.

3.1 Single Communication Qubit
ProposITION 1. The teleportation throughput I' is given by:
r= RpTe
2Te + Rpy + RpTe (Tsw + Tsm + Te)
with the parameters in (1) defined in Sec. 2.2.

1

Proor. By accounting for Sec. 2.1 and Fig. 1, the average time
Trelep needed to perform a quantum teleportation is:

2
Trelep :7-e+7~BSM+R_b+7; (2

where 'RL;, + 7¢ accounts for the average time occurred between
the starting of BSM-output transmission at the source and the
ending of BSM-output reception at the destination. This time, as
mentioned in Sec. 2.2 concurs to the overall data plane overhead.
After completion of the teleportation, communication qubit C, at
destination stores the transmitted quantum state. Hence, before
starting a new teleportation process, the transmitted quantum state
needs to be “moved out” of C, with a SWAP operation so that a
new EPR pair can be generated/distributed. Hence, the average time
between two consecutive teleportation processes is 7~ = Tielep+Tsw-
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Figure 2: Pictorial Representation of Multiple Communica-
tion Qubits.

By substituting (2) in the above equation, after some algebraic
manipulations, the proof follows. O

Equation (1) reveals the non-linear dependence of the through-
put from the quantum data plane overhead. Furthermore, some
considerations can be made. Specifically, if I, goes to zero also
the throughput goes to zero. This is trivial because without entan-
glement generation and distribution the connectivity is forbidden.
As 7, goes to zero, that is I, — oo, the throughput is strongly
influenced by the classical network QoS:

Te—o0 1

r — 2 (3)
%=, + TBsm + Tsw +7e

In this analysis we assume that there’s always a data qubit avail-
able for the swapping operation. Otherwise, 75y is not only given
by the quantum gate time, but there’s eventually an additional wait-
ing time. R}, and 7; take value in a range that can vary widely with
the physical medium and the communication protocol adopted.
Through R, and 7; the classical network has a direct the impact on
the teleporting throughput. We determine from Prop. 1 the entity
of this impact.

CoROLLARY 1. TheT is upper-bounded as follows:

F<&

4)
Proor. The proof follows directly from (1), by accounting for
the positiveness of the involved parameters. O

Insight 1. The result of Cor. 1 proves that I' is limited by (half) the
bit rate of a classical link. Furthermore, by reasoning as in Cor. 1,
from (1) it results:

T <. (5)

Hence, the T cannot exceed the entanglement throughput I,. As
indicated in Sec. 2.2, I, accounts for the data plane overhead related
to the entanglement generation and distribution process, that is
a limiting factor for the teleporting throughput. A tighter bound
could be derived in the asymptotic regime, i.e., when R, — oo.
Specifically, from (1) it results:

Rp—00 Fe <
1+Te (Tsw + TBsm + 7c)

Le (6)

Thus, even if the classical communication link is characterized by
an hypothetical infinite bit rate, T is bounded by Te.
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3.2 Multiple Communication Qubits

When a quantum processor is equipped with only one communica-
tion qubit, it cannot simultaneously generate and distribute more
than one EPR pairs [10]. If Np is the number of data qubits, we
consider quantum processors such that N < Np.

PRroPOSITION 2. The teleportation throughput is equal to:

N NT Ry

TR, +2(N- 1T @)

where I is the throughput when only one communication qubit is
available and it has been derived in (1).

Proor. When N qubits are devoted to the communication task
at each processor, N teleportation processes can be performed si-
multaneously in the hypothesis of perfect synchronization®. Hence,

: fe o N _ 2N
the average time is given by 7t-elep =Te + Tasm + ®, T Te, where

% +7¢ accounts for the average time occurred between the starting
of the transmission of N BSM-outputs at the source and the ending
of the reception of the BSM-outputs at the destination. This time,
as mentioned in Sec. 2.2 concurs to the overall data plane overhead.
Then, the N communication qubits must be set free with N swap
operations performed in batch. By accounting for the above, the
average time between two consecutive teleportation processes is

T = ‘7;516 ot Tsw. By dividing the above equation for the number

N of transmitted qubits and by inverting it, it results:
2NTe + Rp + RpTe (Tsw + Tasm + 7e)

From (8), by accounting for (1), after some algebraic manipulations,
the proof follows. o

COROLLARY 2. The teleportation throughput TN increases with
the number N of communication qubits available at each processor,
ie:

N> N2 with Ny > N, ©)

Proor. We prove the corollary with a reductio ad absurdum by
supposing that I Ny, Np, with Ny > Ny : N <l By substitut-
ing (7) in the above inequality, it results:

NiTR,, NoT'R),

10
Rp+2(N1 - 1T = Rp +2(No, —1)T (10)

After some algebraic manipulations, (10) is equivalent to (N; —
N2)(Rp, — 2T') < 0, which constitutes a reductio ad absurdum since
N;j > Nj and R, > 2T from Cor. 1. m]

CoRrOLLARY 3. The teleportation throughput I'N is upper-bounded
as follows:
N N
N < NT < 37@, (11)

Proor. The proof follows directly from (7), by accounting for
the positiveness of the involved parameters and for (??). O

3The perfect synchronization of N teleportation processes may be managed using the
classical network, designing a proper protocol for this purpose is a topic that needs
further study and is beyond the scope of this paper

Insight 2. Cor. 3 proves that I'V, when N communication qubits
are reserved at each processor, is limited by N/2 times the classical
bit rate. Indeed, Cor. 3 can be equivalently re-written, by accounting
for the inequality (5), as:

I'N < NT < NT.. (12)

Consequently, TN is still bounded by the entanglement throughput,
specifically it cannot be greater than the rate at which N EPR pairs
are contemporaneously generated and distributed. A tighter bound
could be derived in the asymptotic regime, i.e., when R}, — co, by
exploiting (6) and (7):
N Rp—00 NT,
1+Te (7sw + Tasm + 7c)

Thus, even if R;, — oo, NTg is a tight bound for A

< NT, (13)

Remark. T and T'N are affected by the quantum data plane over-
head. Furthermore, they are subjected to the noise effects via I,.
However, the noise does not affect only the teleporting throughput.
Specifically, teleportation consists of a sequence of operations on
a quantum state. The imperfections of such operations and the
decoherence affect the fidelity of the reconstructed qubit at desti-
nation. This constitutes another challenge from a communication
perspective. We analyze this effects in Sec. 4.2.

3.3 Quantum Repeater Architecture

The previous analysis can be extended by considering a more com-
plex architecture shown in Fig. 3, relying on quantum repeaters
[11]. Here, due to the space limit, we limit our attention to single
communication qubit available at each node. The quantum repeater
are intermediate node between the source and the destination im-
plementing the physical process called entanglement swapping over
its communication qubits. The result of this procedure is the end-to-
end entanglement between C; and Cpy4;. Similarly to the definition
given in Sec. 2.1, we denote with I, = % the end-to-end entan-
glement throughput. As I}, introduced in Sec. 2.2, this parameter
accounts for the quantum data plane overhead.

ProposITION 3. The teleportation throughput Iy in an architecture
characterized by H quantum repeater is given by:

min Ry, Ter
i=0,..,H

I . (14)

- 2ler + min Rbi + min 'Rbl. Ter [7§W+ TBsm + Z{{:O 7;1]
i=0,..H i=0,..H

where {Rp,} and {7¢;} denote the bit-rate and the communication

delay of each link, respectively.

Proor. If H is the number of quantum repeaters involved in the
teleportation process between source and destination the average
time Jielep needed to accomplish the procedure is:

Trelep = Ter + Tsm + “min Re. + ) Tes (15)

where we exploited the deferred measurement process [13]. With
the redefined parameters the proof follows similarly as in Prop. 1.
m}



The Impact of the Quantum Data Plane Overhead on the Throughput

NANOCOM ’21, September 7-9, 2021, Virtual Event, Italy

Physical Architecture with H Quantum Repeaters

Quantum Repeater

1. . = | D—

Quantum Repeater

Figure 3: Schematic Representation of Quantum Repeater Architecture

From Prop.3, similar considerations made in the previous section,
can be drawn.

4 PERFORMANCE ANALYSIS

Here, we first analyze in Sec. 4.1 the impact of the different param-
eters on the throughput I' through Monte-Carlo simulations, in
agreement with the theoretical analysis developed in Sec. 3. Then,
we assess in Sec. 4.2 the noise effects on the teleportation process, by
conducting an experiment with a real quantum computer through
the IBM Q-Experience.

4.1 Throughput

We consider a quantum network architecture operating through
atoms in optical cavities [4]. This choice is motivated by the avail-
ability of experimental results allowing us to properly set all the
parameters, but the developed analysis continues to hold regardless
of the specificity of the network architecture and parameter setting.

In Fig. 4, we show T given in (1) as a function of the link length
for different values of the 7gsy. Specifically, 7y ranges from 4pus
to 0.1ms. This choice is reasonable, since CNOT times of 2us have
been recently reported in [15]. Furthermore, given that a SWAP
operation consists of three CNOTs, we set Tsw = 37gsm- Finally,
Ry, = 10%bit/s and all the parameters ruling the entanglement
generation and distribution have been set in agreement with ex-
perimental results [9, 14]. We note that, as expected, I' decreases
with the distance between source and destination, since both the
entanglement throughput I, and the communication delay 7 are
affected by such a distance. This behavior is in agreement with (1).
Furthermore, according to Cor. 1 and Ins. 1, I never exceeds Rj /2
(5- 107bit/s in our simulation set) as well as I. Then, in Fig. 4, we
consider the effects of the decoherence on T as well. Specifically, we
set the coherence time ranging roughly from 107 to 107! seconds
in agreement with literature [6]. We note that, for each considered
coherence time value, it is possible to identify a distance threshold,
represented in the figure with a vertical dotted line. Specifically, for
any link length greater than the threshold, the throughput drops to
zero, since the time required for a teleportation exceeds the qubit
coherence time. This behavior is theoretically expected since, when
the coherence time is exceeded, the entanglement generation and
distribution rate goes to zero and so does T', in agreement with (1).

Finally, in Fig. 5, we extend the analysis to Sec. 3.2. Specifically,
we report TV as function of the number N of communication qubits.

In agreement with the theoretical analysis, [N increases with N
and it does not exceed NT.

4.2 IBM Q-Experience

The IBM Q-Experience does not allow us yet to account for the chan-
nel effects within the entanglement distribution, and the adopted
qubit technology is based on transmons. Nevertheless, the experi-
ment provides us useful qualitative insights, from a communication
engineering perspective, about the noise affecting the teleportation
process as a result of imperfect quantum gates both at the source
and the destination as well as resulting from decoherence effects.
Specifically, for the quantum circuit depicted in Fig. 1, we perform
over 5 millions tomography experiments using the 5-qubits IBM
Tenerife ibmgx4 quantum processor. In Fig. 6, we show the density
plot of the joint PDF of the Bloch coordinates of the teleported
quantum state when |0) is the original quantum state. In absence of
noise, the teleported state would coincide with the original state |0),
and it will be placed at coordinates (0,0, 1) (green dot). However,
quantum noise arises during the teleportation as a consequence of
several factors: i) imperfect entanglement generation, ii) imperfect
quantum gates, and iii) decoherence effects. As a consequence, the
teleported state differs from the original state |0), and it is not pure
anymore, being transformed in a mixed one.

5 CONCLUSIONS

In this treatise, we analyzed the impact of the quantum data plane
overhead on the throughput achievable in a quantum network.
Specifically, we conducted a theoretical analysis to understand
the factors determining the overhead in the quantum data plane
and their reflection on the throughput. We derived closed-form
expressions of the throughput in different scenarios, and the non-
linear relationship between throughput, entanglement throughput
and classical bit rate have been disclosed.
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