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Abstract— Multipartite entanglement plays a crucial role for
the design of the Quantum Internet, due to its peculiarities with
no classical counterpart. Yet, for entanglement-based quantum
networks, a key open issue is constituted by the lack of an
effective entanglement access control (EAC) strategy for properly
handling and coordinating the quantum nodes in accessing the
entangled resource. In this paper, we design a quantum-genuine
entanglement access control (EAC) to solve the contention prob-
lem arising in accessing a multipartite entangled resource. The
proposed quantum-genuine EAC is able to: i) fairly select a subset
of nodes granted with the access to the contended resource;
ii) preserve the privacy and anonymity of the identities of the
selected nodes; iii) avoid to delegate the signaling arising with
entanglement access control to the classical network. We also
conduct a theoretical analysis of noise effects on the proposed
EAC. This theoretical analysis is able to catch the complex noise
effects on the EAC through meaningful parameters.

Index Terms— Quantum internet, entanglement, multipartite
entanglement, entanglement access control (EAC).

I. INTRODUCTION

AFUNDAMENTAL role in the Quantum Internet [2], [3],
[4], [5] is played by multipartite entanglement [6], [7],
since it enables computing and communication functionalities
with no counterpart in the classical world [3], [8], [9], [10],
[11], [12], [13], including (but not limited to) advanced forms
of privacy and anonymity [14], and the so-called on-demand
connectivity [3].

Specifically, as a pivotal example for the on-demand con-
nectivity, let us consider three nodes, say nodes Ni, N2 and
N3 as in Figure 1. In EPR-based networks [15], [16], [17],
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to establish a direct' connectivity among any pair of the
node set with cardinality n, & (n — 1) EPR pairs must be
properly shared by the nodes, reserving m — 1 specialized
qubits, aka communication qubits [4], [19], in each node to
this purpose. Specifically, with reference to Figure 1, the EPRs
must be distributed so that each node — say N; — reserves
two communication qubits, one for each different EPR pairs
shared with a different node — i.e, No and N3, respectively.
Accordingly, the identity of the nodes that can exploit entan-
glement as a communication resource is fixed a-priori, with
no possibility of adapting to time-varying communication
needs. Differently, by considering multipartite-entanglement
networks [10], multipartite entangled states — such as GHZ
states [3], [20] — enable the extraction of an EPR pair between
any pair of nodes at run-time, depending on the instantaneous
communication needs. This key feature enables full connectiv-
ity among n nodes, without (unreasonably) requiring a number
of communication qubits at each node scaling with O(n). This
constitutes a very attractive feature, since limiting the number
of communication qubits decreases the hardware complexity of
the nodes and it helps in handling the trade-off between com-
munication and data qubits [4]. With reference to the example
of Figure 1, by distributing a 3-qubit GHZ state through the
network with one communication qubit at each node, an EPR
pair can be extracted at a run time by any pair of nodes,
with the identities of the entangled nodes chosen at run-time.
From a communication engineering perspective, a key open
issue in multipartite-entanglement networks is constituted by
the need of proper management and coordination among the
entangled nodes, since they all share the same multipartite
state. Specifically, to leverage the multipartite entanglement
advantages, there must be a tight cooperation between the
involved network nodes - nodes that must be aware of each

IThe term “direct connectivity” refers to the availability of an EPR pair
shared between two nodes — regardless of how this EPR has been distributed
to the nodes, i.e., through either direct quantum link or multi-hop quantum
path — without the need of any additional helper such as an intermediate
third node implementing entanglement swapping. Accordingly, the EPR pair
can be straightly exploited — as instance, for quantum teleportation — by
the two nodes without involving any additional node. As detailed in [3],
such a direct connectivity is related to entangled states shared among remote
nodes. However, physical direct connectivity is envisioned as well in quantum
networks [18].
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(a) EPR-based connectivity. A minimum of three EPR pairs must be
generated and distributed. Once distributed, each EPR establishes a virtual
quantum link between a fixed pair of nodes.

Fig. 1. A-priori vs on-demand connectivity.

other identities - for being able to exploit the quantum corre-
lation provided by entanglement [3]. Indeed, any processing
of a single entangled qubit has an instantaneous effect on
the global entangled state, with possible changes affecting the
remaining entangled qubits as well, regardless of the distances
among the entangled nodes. As pictorially represented in
Fig. 2, these network nodes also compete among each others
to use the same shared entanglement resource for a targeted
application. Hence, when it comes to the design of the network
functionalities, proper access to the multipartite entanglement
resource is pivotal. As a consequence, an entanglement access
control (EAC) functionality is mandatory [3]. However, so far,
EAC has been poorly investigated, by implicitly delegating it
to some forms of classical signaling through classical Internet.
This, in turn, requires a functional classical-quantum interface
between the classical Internet and the Quantum Internet, which
is still an open issue [3], [13]. Thus, limiting classical signaling
represents both an attractive strategy accordingly to the current
state-of-the-art as well as a yet-to-be solved research problem.

In this paper we address this issue, by designing a
“quantum-genuine” EAC, which abstains from delegating
the solution of the entanglement contention to the classical
network, by relying on a singled out multipartite entan-
gled state, referred to as “contention-resolution state”. More
into details, the proposed EAC exploits the feature of the
contention-resolution state to solve the contention problem
arising in accessing a multipartite entangled resource, referred
to in the following as “contended resource”. By exploiting the
features of the designed contention-resolution state, the pro-
posed quantum-genuine EAC is able to: i) fairly select a subset
of nodes granted with the access to the contended resource;
ii) preserve the privacy and anonymity of the identities of the
selected nodes; iii) avoid to delegate the signaling arising with
entanglement access control to the classical network. As a
matter of fact, the contribution of this paper is not limited to
the EAC design. Indeed, we also conduct a theoretical analysis
about the quantum noise effects on the performance of the
proposed EAC. To this aim, we first recognize that a very
crucial noise source affecting the proposed EAC is consti-
tuted by the entanglement distribution process, unreliable in
providing the network nodes with the required entanglement
resources. Stemming from this, we develop a theoretical
framework able to capture noisy entanglement distribution
processes. Specifically, we prove that a noisy entanglement
distribution process can be modeled as a discrete Markov
chain, for which we also analytically derive closed-form
expressions of the transition probabilities. This is a key result,
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(b) On-demand connectivity. A direct connection between any pair of nodes
can be obtained by distributing a multipartite state through local operation
and classical communications (LOCC).

since it provides a powerful analytical framework that can be
exploited beyond the scope of this manuscript for analyzing
entanglement-based networks. Then, by accounting for such an
analytical framework, we conduct a theoretical analysis of the
EAC contention-resolution capabilities in presence of quantum
noise. This theoretical analysis is able to catch the complex
noise effects on the EAC through meaningful parameters.

A. Related Works

In [21], the authors propose a scheme enabling the gen-
eration of distributed multipartite GHZ states over remote
network nodes through pre-shared EPR pairs. Similarly,
in [22], [23], and [24] the authors focus on the aforemen-
tioned GHZ state distribution, by considering different network
architectures, ranging from centralized to quantum-repeater-
based ones. In the same research line discussed above, [25],
[26], [27] should also be categorized, but with reference to
the wider class of graph states. Additionally, several works
focus on protocols for end-to-end EPR distribution, i.e., the
distribution of EPR pairs through entanglement swapping and
quantum repeaters [28], [29], [30]. With reference to the
performance analysis of quantum communication systems,
interesting insights are given in [31] and [32]. Specifically, the
authors consider a star-network topology with a central node —
referred to as switch — acting as a quantum repeater. By assum-
ing the availability of infinite coherence time and infinite
resources at the switch, the authors analyze the expected
capacity in terms of number of stored qubits by exploiting
statistical tools. In [33], the authors analyze the entanglement
access problem in the light of accessing to a point-to-point
EPR pair, with the aim to share end-to-end EPR pairs between
two remote nodes with a certain fidelity. Specifically, the
authors consider the so-called entanglement routing problem,
namely, the problem of obtaining end-to-end EPRs between
remote nodes by performing entanglement swapping over a
multi-hop path composed by point-to-point pre-shared EPRs.
To this aim, the authors analyze the probability that two remote
nodes are able to exploit (access) a set of point-to-point EPRs.

Differently from all the aforementioned works and to the
best of authors’ knowledge, this manuscript is the first work
addressing the design of a quantum-genuine EAC, able to
distributively solve the entanglement contention arising among
the network nodes by accounting for the key requirements
detailed in Sec. III-B.

The rest of this manuscript is organized as follows.
In Sec. II, we describe the system model and we collect some
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definitions utilized through the paper. In Sec. III, we first
discuss the peculiarities of the EAC with respect to classical
medium access control (MAC), and then we formalize the
problem statement. In Sec. IV, we design the proposed EAC.
In Sec. V, we model and analyze the noise effects on the
proposed EAC. In Sec. VI, we conduct a numerical analysis,
aimed at providing guidelines and insights on the complex
noise effects on the EAC through meaningful parameters.
Finally in Sec. VII, we conclude the manuscript.

II. PRELIMINARIES
A. System Model

Multipartite entangled states constitute a key resource for
implementing quantum information tasks [34]. When it comes
to the generation of entangled states, it is very reasonable,
given the current maturity of quantum technologies, to assume
a specialized super-node responsible for the generation [24],
[32], [35]. The rationale for this assumption is twofold.
On one hand, it accounts for the complex mechanisms and the
dedicated equipment underlying the entanglement generation.
On the other hand, it accounts for the mandatory requirement
of some sort of local interaction among the qubits’> to be
entangled.

Accordingly, we consider a network in which a node,
denoted in the following as Ny and referred to as the orches-
trator, is in charge of the generation and distribution of the
multiparty entangled state to be shared among the network
nodes. The remaining n nodes are denoted as {NV;}?_,, and
they contend for the multipartite entangled resource, referred
to as “contended” resource. For this the following definition
arises.

Definition 1 (Contention set): The
denotes the identities of the n nodes:

N ={Ny,...,N,}. (1)

When it comes to the distribution of the multipartite state,
the orchestrator can, in principle, distribute each entangled
qubit (ebit) to one node. However, this approach is not viable
for all the classes of multipartite entanglement, which are
characterized by different persistence properties [3]. As an
example, adopting this approach for distributing GHZ-like
states, which are characterized by minimum persistence,
implies the need that all the photons encoding the ebits are
successfully distributed to the nodes in a single distribution
attempt [37]. Alternatively, multipartite entangled states can
be distributed through teleportation [21], [24], given a-prior
distribution of EPR pairs via heralded scheme [38], [39]. This
strategy is practically ubiquitous and, indeed, in [24] it has
also been proved that such a strategy provides more resilience
to noise and better protection against memory decoherence.

Stemming from this, in the following, we adopt this
approach for the entanglement distribution, which confers also
generality to the analysis, being suitable for different classes of

contention set N

2With different entanglement classes characterized by different degrees of
required qubit interactions. As instance, within graph states [22], [36], the
required interactions are represented by the presence of edges in their graph
representation.
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multipartite entanglement. Furthermore, the adopted heralded
scheme allows the orchestrator to recognize which node —
if any — experienced an ebit loss. In such a case, further
distribution attempts can be performed to eventually distribute
the targeted state to all the considered nodes.

B. Definitions

Here, we introduce some overall parameters which allow
us to abstract from the particulars of the underlying quantum
technology hardware as well as from the specificity of the
considered multipartite state. This confers generality to the
design and analysis.

Definition 2 (Threshold Time): The threshold time T
denotes the maximum coherence time of the system, i.e., the
time interval beyond which an entanglement resource would
be irreversibly degraded by quantum decoherence.

A multipartite state must be generated, distributed and utilized
within this time interval.

Definition 3 (Multipartite Generation Time): The
multipartite  generation time T, denotes the maximum
time interval needed by the orchestrator for generating the
targeted multipartite state.

Definition 4 (Distribution Time): The distribution time T4
denotes the maximum time interval needed by the orchestrator
for one-attempt distribution of ebits to the considered nodes.

Remark 1: The distribution time depends on a multi-
tude of factors, ranging from the characteristics of the (if
present) matter-flying transducer [2] through the quantum
carrier/channel specificities to the individual link length. Nev-
ertheless, we abstract from all these particulars through the
notion of distribution time. Specifically, in case of noise-free
entanglement distribution, 7; models the all-inclusive time for
generating the EPR pairs and distributing the corresponding
ebits. Conversely, in case of noisy entanglement distribution,
74 models likewise the time-interval needed for the EPR gen-
eration but it includes a single distribution attempt, as shown
in Fig. 3.

Definition 5 (Contention Time): The contention time T,
denotes the time interval needed for solving the entanglement
contention problem, i.e., for accessing and utilizing the con-
tended entangled state.

Definition 6 (Successful Distribution Probability): The

distribution attempts performed over a noisy quantum channel
is modeled through a Bernoulli distribution with parameter
p, with p denoting the probability of successfully distributing
an ebit to one of the end-nodes.
From Def. 6, we consider, for the EPR distribution process,
the absorbing quantum channel model® [7], [43], [44], [45].
This channel model is characterized by two elementary events:
1) E = “successful transmission”, and ii) the corresponding
complementary event £ = “failed transmission”, representing
the loss, i.e., the absorption, of the transmitted particle encod-
ing the ebit.

31t is worthwhile to mention that when it comes to free-space channels the
transmission conditions results as more complex and particularly adverse [40],
[41], [42]. Nevertheless, the model here proposed represents the worst-case
scenario, since the noise irreversibly corrupts the information carrier without
any possibility of further ebit recovery.
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classical-network nodes must coordinate via some MAC protocol to access to a shared channel, quantum-network nodes must coordinate as well via some

EAC protocol to access to a shared entangled resource.

Tth

1 i 1 1 1 1 1
Ty Td 274 Mty

Fig. 3. Simplistic representation of time-slotted sequence defined in Sec.II-B
for the EAC.
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Remark 2: The adopted quantum channel model can be
easily extended to account for the fidelity of the distributed
EPR pairs. Indeed, ebits received with low fidelity impact on
the fidelity of the teleported state [7], [46] and hence on the
performance of the EAC protocol via the fidelity of either
the contention resolution state or the contended resource state.
Thus, whenever the fidelity of the distributed EPR pairs ' may
results below a certain fidelity threshold Fj, the distribution
attempt can be considered as failed, as it does not meet the
requirements of the EAC protocol. In fact, this event prevents
the correct teleportation of the multipartite entangled state.
In this light, the events E= “successful transmission” and
E = “failed transmission” correspond to the events “ebit
distributed with fidelity F' > Fy;,” and “ebit distributed
with fidelity F' < Fy,”, respectively. Clearly, the value of
F;j, depends on the particulars of the application exploiting
the EAC protocol. On the other hand, when the fidelity of
the entanglement distribution is above the given threshold,
F > Fyp,, one may still wish to perform entanglement purifi-
cation to improve the fidelity of the distributed EPRs and,
hence, of the teleported states. In such a case, each node would
require more than one ebit distribution, as we will analyze in
Sec. V.

Definition 7 (Time Horizon): The time horizon M denotes
the maximum number of distribution attempts that can be
performed within the threshold time interval 74:

M = [[rin = (14 + 7¢)] /7a] )

In (2), we consider the worst case scenario, since we evaluate
M by assuming that each 74 includes the EPR generation time.
In the case of an orchestrator with unconstrained number of
communication qubits [19], this restriction can be removed
by generating the EPRs for different distribution attempts in
parallel.

Definition 8 (Connected set): The connected set SJ, C N
denotes the set constituted by j < m nodes for which a
successful transmission of an ebit has been accomplished
within the m-th distribution attempt, with m € {1,2,..., M}.

As instance, SS’ denotes the connected set at slot m = 2 in
which 3 nodes correctly received the ebits. In the ideal scenario
of noiseless EPR distribution, S}, = S” = N with probability
one for m = 1, namely, after a single distribution attempt
of duration 74. Conversely, in presence of noisy quantum
channels, it generally results SJ. C N, ‘with j < n and there
exists a no-null probability of having S}, C N, with j # n at
the threshold time 7, as we will show in the next sections.
Furthermore, by accounting for the developed system model,
it results:

S, CS, withj <i,Yme{2,...,M}. (3)

III. EAC: ENTANGLEMENT ACCESS CONTROL

In this section, we first discuss the peculiarities of entangle-
ment access control (EAC) with respect to classical medium
access control (MAC), and then we formalize the problem
statement.

A. MAC Vs EAC

An EAC protocol aims at solving the contention problem
arising when an entangled resource is shared among multiple
networks nodes. From this definition, the design of an EAC
protocol is reminiscent of the design of medium access control
(MAC) protocols in classical networks [47]. Formally, the
overall goal of a MAC protocol is to determine the functional
X(+) univocally selecting the network node granted with the
access to a communication resource®:

x N —{0,1}, st. AN, e N x(NV;) =1 (@)

Conversely, the non-local scope and the global, dynamic
utility exhibited by entanglement complicate the problem,
as pointed out in [3]. First, there must be a tight cooperation
between the network nodes - nodes that must be aware of each
other identities - storing the entangled qubits for being able
to exploit the quantum correlation provided by entanglement.
Furthermore, any processing of a single entangled qubit has
an instantaneous effect on the global entangled state, with
possible changes affecting the remaining entangled qubits as
well, regardless of the distances among the entangled nodes.

“Depending on the adopted access strategy, the communication resource
could be, as instance, a certain time-slot or a certain frequency band (in
deterministic access protocols), or perhaps the utilization of the channel in
random access strategies.
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These network entities even compete among each others to use
the same entanglement resource. As instance with reference to
the teleportation protocol [48], any node sharing entanglement
can act either as source or as destination, as long as it
coordinates with the other entangled nodes. Hence, when it
comes to the design of the network functionalities, access to
the entanglement resource is pivotal.

Furthermore, multipartite entanglement enriches the con-
nectivity features. Specifically, multipartite entangled states
allow dynamic selection — rather than fixed a-priory node
selection, during the entanglement generation and distribution
process stage — of the nodes granted with the right to utilize
the entanglement resource. And this dynamic selection can
be performed according to the communication needs [49],
[50] or according the specific application, spanning from
computing [19], through to quantum secret sharing [51] to
clock synchronization [52]. In this light, by accounting for
the no-broadcasting theorem — which prevents from broad-
casting an unknown quantum state to two or more receivers
— multipartite entanglement seems reminiscent of multi-point
channels, but in the broad sense of allowing distributed com-
puting and communication tasks. From the above discussion,
it follows that the overall goal of the EAC protocol is to
determine the functional x(-) univocally selecting the subset
of £k < n network nodes granted with the right to utilize
the multiparty entangled resource, for fulfilling a certain
computing or communication task. Formally:

x: NP = {01}
s.t. 3! k-tuple (N;,, Niy, ..
X(Nil,NZ‘2, ey

7le) ENk :
Nik):L 5)

The simplest problem the EAC can solve is the one with k = 2,
i.e., a couple of nodes in A/ x N.

B. Problem Statement

Accordingly, the EAC design is conducted by accounting
for these key requirements:

- The protocol must be able to distributively solve the
contention problem by univocally determining the subset
of k£ nodes (among n possible candidates) granted with
the access to — namely, the right to utilize — the entangled
contended resource.

- The protocol must support the anonymity of the selected
nodes, i.e., their identities are kept hidden to each others
as well as to the un-selected nodes. Conversely, this
information about the selected node identities is made
available at a trusted node — represented by the orchestra-
tor — to be eventually exploited for implementing further
network functionalities.’

- The protocol must abstain from delegating the contention
solution to the classical network, which, in turn, would

SIndeed, controlling the access of network nodes to entanglement as
resource may be a crucial functionality in many communication scenarios.
And, generally, controlling the access to a shared resource also entails retain-
ing information on the identities of the nodes accessing the resource. From
this perspective, it is reasonable to assume that this information is available
at a dedicated node, namely, the orchestrator, delegated for maintaining track
of the evolution of the resource accesses.
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require a functional — but, still, a research open issue —
classical-quantum interface between the classical Internet
and the Quantum Internet.

We note that the joint requirements of distributed strategy,
anonymity and no classical signaling impose another con-
straint on the EAC with respect to classical MAC protocols:
the contention solution must be disclosed at each node as a
result of a local processing, as analyzed in Sec. IV.

IV. QUANTUM-GENUINE EAC DESIGN

Here, we design a “quantum-genuine” EAC, which fulfils
the requirements in Sec. III-B, by relying on the features
of a singled-out multipartite entangled state, referred to
as “contention-resolution state”. By exploiting its features,
we deterministically solve the contention problem arising in
accessing to an entangled resource, referred to as “contended”
resource in the following.

A. Multipartite Entanglement Resource for the Contention
Resolution

In this manuscript, we propose to solve the contention
problem described in Sec. III by exploiting the features of
a particular class of multipartite entangled states, namely, the
Dicke states [53], [54], [55], which can be deterministically
generated at a node as proven in [55].

A n-qubit Dicke state, denoted as |DE), is an even super-
position of the n-qubit computational basis states |s) o 1yn
with each state characterized by a Hamming distance dg ()
equal to k:

DY) = [(Z)]_ S s ©

s€{0,1}":dy (s)=k

For designing the quantum-genuine EAC protocol granting
entanglement access to a subset of k among n nodes, we pro-
pose to exploit the n-qubit Dicke state | DX ) and, in particular,
to set the value of k in (6) as the cardinality of the subset of n
network nodes granted with the right to utilize the contended
entangled resource. More into detail, we consider the state
|Ante), referred to as contention-resolution state. This state is
generated at the orchestrator by enriching a |D,’§> state with ¢
ancillary qubits processed through a proper encoder, described
in Sec. IV-B. Formally, we have:

|An+Z> = ‘Dla"' ;D’erAOv"' 7A571>7 (7)

with D; denoting the i-th qubit of the Dicke state and A; the
j-th ancillary qubit processed by the encoder.

Once the contention-resolution state |A,,¢) has been gen-
erated at the orchestrator, it is distributed among the nodes
within the contention set A~ through teleportation, as moti-
vated in Sec. II-A. Indeed, the orchestrator retains at its side
the ancillary qubits Ag, ..., Ay_1, while teleporting the i-th
qubit of the Dicke state |D’,§ > to node N;. As described in
the following, the rationale for retaining the ancilla qubits
at the orchestrator is to provide the orchestrator with the
identities of the nodes selected from the EAC, without the
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(a) Quantum circuit corresponding to a linear contention-resolution encoder
for n = 4 and k = 2. The linear encoder requires a number £ = n — 1 of
ancillary qubits.

Fig. 4. Linear contention-resolution encoder.

need of exchanging classical signaling and, thus, by preserv-
ing their anonymity. This is a key feature of the proposed
quantum-genuine EAC, since it allows the possibility to
exploit such an information later for requesting network
functionalities, as exemplified within Sec. IV-C. Once the
contention-resolution state has been successfully distributed,
the EAC protocol works as follows. Each node N; € A per-
forms a local measurement (in the computational basis) of the
i-th qubit of the contention-resolution state |A,.,) available
at its side. By denoting with d; € {0,1} the measurement
outcome, whenever d; = 0, node IN; becomes aware it lost
the contention. Otherwise, whenever d; = 1, node N; is
granted access to the contended resource, i.e., it gains the right
to exploit the entanglement resource. By accounting for (6),
it results that exactly k nodes of the contention set N observe
the measurement outcome 1, whereas the remaining n — k
nodes observe the outcome 0. Since each state — representing
one of the possible (Z) subsets of k-selected nodes — in
the superposition (6) exhibits the same amplitude, each state
experiences the same probability of being observed. And this
probability is equal to 1/(}). Furthermore, the states in (6)
associated with a positive measurement outcome for a certain
node N; (i.e., d; = 1) differ each other for a permutation of
k —1 “1s” over n — 1 positions. And there exist (Zj) of
such possible permutations. As a consequence, each node in
N experiences the same probability of being granted with the
access to the contended resource equal to (7~1)/(}) = k/n.°
From the above, due to the Dicke state features, the proposed
EAC allows a fair — namely, equiprobable — resolution of the
contention problem among n nodes, by distributively enabling
k nodes to access the contended state, singled out accordingly
to the considered communication/computing task. Clearly the
value of k depends on the specific network application and,
hence, on the size of the cluster to be determined.

B. Contention-Resolution Encoder

As aforementioned, our proposal exploits the contention-
resolution state |A,.,), generated at the orchestrator by
processing ¢ ancilla qubits with a suitable encoder.

6As an example, the Dicke state |Dz> enables a fair selection of a subset of
2 out of 4 nodes with probability 1/6. And each individual node experiences
a probability of being granted with access to the contended resource equal to
1/2.
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(b) Measurement outputs for the linear encoder represented in Fig. 4a. Each
ancilla measurement outcome is mapped to only one of the (Z) = 6 possible
node selection configurations.

The aim of such an encoder, referred to as contention-
resolution encoder, is to process the ancillary qubits, without
any alteration of the initial Dicke state |Df, > so that each
possible measurement outcome of the ancillas is one-to-one
mapped to only one of the (2) possible configuration in (6),
which in turn represents a different subsets of k£ nodes among
n granted with the access to the contended resource.

To this aim, the contention-resolution encoder is designed
to enforce an orthogonality condition on the ancilla quantum
states. In this way, the orchestrator, by measuring the ancilla
qubits, is able to discriminate the node subset (among the (Z)
different subsets) determined by running the proposed genuine
EAC, without exchanging classical signaling nor publicly
revealing the node identities. It must be noted, though, that
there exist multiple choices to design the contention-resolution
encoder by satisfying the aforementioned requirements. In the
following, we discuss some of these choices by focusing on
two fundamental parameters, which play a key role in the
encoder complexity, namely, the number of ancillary qubits
and the number of multi-qubit gates [56]. Specifically, we pro-
vide some insights and guidelines, by optimizing the design
with respect to one of the two aforementioned key parameters,
and by discussing the impact of this optimization on the second
parameter.

1) Linear Encoder: Stemming from the above, a possible
choice is constituted by the encoder represented in Fig. 4 and
referred to as linear encoder. This encoder requires a number £
of ancillary qubits equal to { = n—1, and each ancillary qubit
is elaborated by a CNOT gate controlled by a different qubit
of the Dicke state. Within the figure and without any loss of
generality, the controlled gate CNOT(D;41, A;) acting on the
i-th ancilla is controlled by the (i + 1)-th qubit of the Dicke
state. The different configurations’ that are obtained through
the ancilla measurement are reported in Fig. 4b. Each of these
ancilla configurations is associated to a different subset of
k nodes granted with the access to the contended resource.
Indeed, it is easy to verify that the linear encoder ensures
the orthogonality condition on the ancillary qubits. In fact,
let us suppose, without any loss in generality, that the qubit
labeled as D, is the one not controlling any CNOT operation
(as represented in Fig. 4). Furthermore, let us consider two

7In the following, we will widely use a sequential enumeration of binary
strings, assuming big-endian endianness.
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(a) Quantum circuit corresponding to the binary contention-resolution
encoder for n = 6 and k = 2. The encoder requires a number
£ =logy (7)1 = 4 of ancillary qubits.

Fig. 5. Binary contention-resolution encoder.

arbitrary states — say |s) and |s’) —in (6). The overall action of
the CNOTSs within the linear encoder is to map the controlling
qubit configurations on the ancillary qubits, so that whenever
the control is measured as zero, the ancilla is measured as
zero as well, and vice-versa. Clearly, if the n-th qubits of |s)
and |s') differ, then we have from (6) that the two hamming
distances computed on the first n—1 qubits differ as well. This
along with the structure of Dicke states in (6) imply that the
first n — 1 qubit configurations can be regarded as orthogonal
states in a n—1-qubit system. And this orthogonality is directly
mapped by the encoder into the ancillary qubits.

Conversely, whenever the n-th qubits of |s) and |s') are
the same, the hamming distances computed on the first
n — 1 qubits are the same. Yet, given that the Dicke state
in (6) is a superposition of different n-qubits computational
basis states, |s) and |s’) must differ in at least two of the first
n—1 qubits. This, once again, implies that the first n — 1 qubit
configurations can be regarded as orthogonal states in
a n—1-qubit system. And this orthogonality is directly mapped
into the ancillary qubits. It is straightforward to recognize that
the information about the n-th qubit of the Dicke state |DF)
can be directly recovered through a “parity” check over the
n — 1 ancillary qubits. Specifically, by denoting with a; the
outcome of the measurement operation performed over the i-th
ancillary qubit, whenever Z;:Ol a; = k, then the measurement
outcome d,, corresponding to the n-th qubit of the Dicke state
is d, = 0. Conversely, whenever Z’;;Ol a; = k — 1, then
d, = 1. The linear encoder requires n — 1 ancillary qubits
as well n — 1 CNOT operations and, hence, its complexity
in terms of gate count [19], [57] scales linearly with the
number of nodes competing for the entanglement resource.
Yet, it is possible to conceive encoders with a smaller number
of ancillary qubits, at the price of an higher number of CNOT
operations, as detailed in the following.

2) Binary Encoder: Specifically, it is possible to minimize
the number of ancillary qubits by considering a different
choice for the encoder, referred to as binary encoder. This

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 72, NO. 4, APRIL 2024

___ _ENCODER
: : Wi
. f = W
DI =|W. ! .
|D}i) = [Wy) ; W,
' E W, t [ Aq)
10) —— & — A
0) - <> d— A

(b) Quantum circuit corresponding to the binary encoder for n = 4 and
k = 1. The encoder requires a number £ = [logyn| = 2 of ancillary
qubits as specified by (9).

encoder univocally maps the subscripts {i} of the () orthog-
onal states {|s;)} in (6) into binary-coded decimal words.
Thus, each [s;), through its subscript, has a univocal asso-
ciated binary-coded decimal representation, and this implies a
number of ancillary qubits equal to I = [log, (})].

As regards to the number of required CNOTs required by the
binary encoder, there exist different strategies depending on
the particular setting for n and k. One of these strategy consists
in applying a sequence of CNOTs accordingly to the following
rule. We map the arbitrary state in the superposition (6) with
subscript ¢ 4+ 1 to the binary representation of 4:

[log, (Z)W -1

>

=0

~.
|

b27 (8)

The considered mapping requires controlled operations with
the qubits of the Dicke state acting as controls and the
ancillary qubits acting as targets. An example of such a
binary encoder for ‘D§> is given in Fig. 5a. The considered
example for a binary encoder requires only 8 CNOTs. This is
achieved by wisely exploiting the presence of multiple qubits
in |1) state within each state of the superposition in (6), for
achieving univocal configurations through the ancillary qubits
measurements.

Remarkably, whenever k = 1 the Dicke state |D§> reduces
to a W-state |W,,). In such a case, the aforementioned rule can
be specialized as follows. Specifically, we map the arbitrary
state in (6) where the ¢ + 1-th qubit is |1) to the binary
representation of i:

[logy i—1]

> b ©)

J=0

7=

The considered mapping requires a CNOT(W;41,A;) — with
the (¢ + 1)-th qubit of |WW,,) acting as control and the j-th
ancillary qubit acting as target — for any bj # 0 in (9). Such
an encoder is represented in Fig. 5b for a particular case,
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Fig. 6. Graphical representation of the EAC protocol.

namely, for n = 4 contending nodes. Accordingly, the number
of CNOT operations required by the proposed encoder is:

N
> ()g = (271 = [logy n] 218211
J

Jj=1

(10)

(10) is exactly the number of required CNOT operations when
n is power of 2. Conversely, whenever n is not power of 2,
(10) overestimates the number of CNOT operations, due to
the ceil-function determining the number of ancillary qubits.
Indeed, the number of CNOTs in (10) represents an upper
bound of the required number of gates whenever & > 1,
regardless whether n is a power of 2 or not, as shown with
the exemplary encoder represented in Fig. 5a.

C. Genuine EAC: Example for k = 2

As representative example of the genuine EAC protocol,
we consider the task of fairly selecting £ = 2 out of n
nodes for accessing to the contended entanglement resource,
as depicted in Fig. 6. This setting models, as instance, a sce-
nario where the nodes compete each other to extract, from a
GHZ state, an EPR pair at run-time to be subsequently used
for a certain communication/computing task. More into details,
an n-qubit GHZ state [20] acts as contended resource. The
maximally connectedness property [7] of an ideal GHZ state
allows the extraction of an EPR pair that is: 1) deterministic;
il) invariant with respect to node identities, i.e., an EPR
pair can be extracted between any pair of nodes sharing the
GHZ state; iii) LOCC, i.e., the extraction relies on local
operations and classical communications. By adopting the
proposed genuine EAC, the contention resolution works as
follows. Each contending node locally holds one qubit of the
n-qubits GHZ state. The orchestrator generates and distributes
the contention-resolution state |A,,¢) obtained by exploiting
the Dicke state ‘Di) as detailed above. Then, the competing
nodes perform a measurement on the qubits of |A,,.¢) at their
side, by obtaining the corresponding measurement outcomes
dy,--- ,d,. Such measurement results substitute the classical
control signaling, and they act as logical control for the
operation to be performed on the contended GHZ state. More
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into details, whenever d; = 0 — i.e., whenever N; loses
the contention — N; performs a local measurement in the
Hadamard basis on the i-th qubit (namely, the qubit at its
side) of the contended resource |GH Z,,), with measurement
outcome denoted as g; € {0,1}. This measurement guar-
antees N; “to safely leave” the entangled state |GHZ,),
by preserving the entanglement shared between the remaining
nodes. Conversely, whenever d; = 1, N, is granted access
to the contended resource. As already mentioned, according
to (6), exactly n — k nodes will lose the contention while the
remaining k£ = 2 nodes are allowed to access the resource. The
value of d; determines the local unitary to be performed on
the i-th GHZ qubit at the ¢-th node for distributively extracting
an EPR pair, as follows:

ifd; =0

11
ifd; =1 an

with I and H denoting the identity and the Hadamard unitary,
respectively. Let d denote the ordered vector of the contention
resolution measurement results, namely, d = [dy, - - - , d,,] with
the index ¢ denoting the i-th node identity. From (11), it results
that the overall unitary Uy acting on the n-GHZ state is given
by: Us=Uy4, ®...0 Uy, .

Let us assume, without loss of generality, the indexes ¢ and j
corresponding to the identities of the contention winner nodes.
By applying the operator Uy to the GHZ state, after some
algebraic manipulations, the output state is:

ValGHZ) =05 e Y |u)

pefo,1}m 2
dp () even

Heye >

¥’ e{0,1}" 2

der(4) odd
In (12), |®*) and |®~) denote the two Bell states resulting
from the actions of the two identities ¢+ and j. Instead, the
(n — 2)-qubit states |1)) and [¢)’) denote the states resulting
from the processing induced by the (n —2) unitaries H. These
states are characterized by an even and odd number of qubits
in state |1), respectively.

It is worthwhile to note that, by adopting the proposed
EAC, the identities of the contention-winning nodes are not
disclosed to the other nodes. In fact, the protocol design
provides each node N; with only local knowledge about
the contention-resolution as a result of the measurement on
the qubit of |A,4¢) at its side. Differently, full knowledge
about the contention-resolution is available at the orches-
trator by simply measuring the ancilla qubits. Furthermore,
in this example, we embraced the EAC with an additional
characteristic. In fact, by exploiting the contention-resolution
qubit measurement at each node, an EPR shared between the
contention winning nodes is deterministically and distribu-
tively generated, by resorting to local operations only at the
nodes. As a matter of fact, the specific generated Bell state
can be determined by exploiting the properties of states |1))
and |¢'). Specifically, the orchestrator, that is aware of the
contention-winning node identities by design, is able to resolve
any ambiguity between the two states by performing a parity

¥) (12)
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Fig. 7. Markov chain for the distribution process of a multipartite entangled
state. Remarkably, the problem setting only admits transitions towards states
with increasing m and 4. That is, it is only possible to advance forward the
Markov chain, as backward transitions are excluded by properly setting the
time horizon m within the coherence time.

check on the measurement outcomes { gh}h#, ; received by
the nodes.® This last observation constitutes an example of the
exploitation of the fully knowledge available at the orchestrator
for a certain network functionality, i.e., within the considered
example for resolving the ambiguity in the extracted EPR state.

V. QUANTUM-GENUINE EAC ANALYSIS

In this section, we analyze the effects of noisy entanglement
distribution on the proposed EAC. To this aim, in Sec. V-A
we preliminary asses that, in presence of noise, the entangle-
ment distribution process can be conveniently modeled with
a Markov chain, and we analytically derive the closed-form
expressions of both state and transition probabilities. This is a
key result since Markov chain provides a powerful analytical
framework that can be exploited beyond the scope of this
manuscript. Then in Sec. V-B and Sec. V-C, stemming from
the aforementioned results, we analyze the noise impact on
the proposed EAC.

A. Markov Chain Model

As mentioned in Sec. II-A, the orchestrator locally
generates the Dicke state |DX) to be encoded into the
contention-resolution state |A,¢) reported in (7). The orches-
trator than proceeds with the generation and distribution of the
n EPR pairs required for teleporting the qubits of the Dicke
state to the n contending nodes. The distribution process lasts
at most M time slots, where M has been defined in Def. 7,
to account for the decoherence effect. Specifically, in the first
time slot denoted with m = 1, n heralded distribution attempts
of n EPR pairs are performed, one for each contending node
N;. By accounting for an heralded strategy, the orchestrator
is able to recognize which node eventually experienced an
ebit distribution failure on the quantum channel. Then, further

8Any knowledge, that may be guessed about the node identities by
observing the transmissions of {gp, } 4,5, can be easily obfuscated through
dummy random values sent by the contention-winning nodes.
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attempts are performed over the links having experienced
failure (if any) until the M-th time slot, which determines
the time horizon of the considered system model.

By accounting for the above, we model the entanglement

distribution in the distribution-attempt m € {1,...,M}
through the “system state” .S7,, which represent the random

variable associated with the connected set SJ, defined in
Def. 8. Accordingly, the r.v. SY is associated with an empty
connected set at time slot m.

Proposition 1 (Markov Condition): The sequence of ran-
dom variables SP S5 ... S | SJ is a discrete-time
Markov chain, namely, it results:

P(S£n|S71nfla75{L):

with ¢,7 € {0,1,...,N} such that j > 4 and m €
{2,...,M}.

Proof: Please refer to Appendix A. ]

A representation of the discrete-time Markov chain mod-
eling the noisy entanglement distribution process is given
in Figure 7, where system states are represented as nodes
and allowed transitions are represented with arrows. Indeed,
to evaluate the transition probabilities {P(S7, | S&,_1)}{m.j.i}
and the state probabilities {P(S,)}{m, ;3. it is useful to
introduce the discrete-time stochastic vector X(m), defined
as:

P(Svjn ‘ an71>7

13)

X(m) = [X1(m), -, Xp(m)], withm=1,--- M, (14)

where the component subscripts ¢ = 1,...,n denote the
competing nodes identities. Specifically, X;(m) € X(m)
denotes the overall indicator variable for the m-distribution
attempts between the orchestrator and node N;. Accordingly,
Xi(m) = 0 corresponds to the event “all the m-distribution
attempts for node N; failed”, while X;(m) = 1 corre-
sponds to the complementary event “at least one of the
m-distribution attempts succeeded”. Clearly, a realization
x(m) = [z1(m),- -+ ,z,(m)] of X(m) has values in {0, 1}®".
By accounting for the above and for the hypotheses in Sec. II,
the following result is obtained.

Proposition 2: The indicator random variable X;(m) for
the m-distribution attempts between the orchestrator and node
N, is characterized by the probability mass function:

1—q¢™, ifx;(m)=1
P(X,(m) = ay(m)) = § L -0 ) (15)
Proof: Please refer to Appendix B. ]

By accounting for the result in Prop. 2, it is easy to verify
that the transition probabilities P(S7, | S ) are given by:

P(Sjn | 52%1) =

P@%HX@%4NF—®—<?

—1

B i)(l —q) ",
(16)

Indeed, given state S, _;, the probability of evolving into state
SJ — namely, the probability of succeeding in distributing
(j — 1) ebits — is given by the probability of observing (j — )
successes of a binomial random variable with parameters n —:
and p = 1 — q. From (16), it clearly results that the transition
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probabilities are m-independent. Furthermore, P(S7, | S¢,_;)
is determined by the number ¢ of successful attempts achieved
up to the previous slot attempt m — 1. With the above in mind,
we can now derive the following result, which characterizes
the state probabilities {P(S7,)}{m. -

Corollary 1: The probability P(S?,) of the system being in
the state SJ, at the m-th slot attempt follows the Binomial
distribution with parameters n and 1 — q™:

P(SI) = <?> (1—qm)/qmn=7)

Proof: Please refer to Appendix C ]

a7

B. Noisy Contention-Resolution State Distribution

Stemming from the analytical framework developed in the
previous subsection, now we evaluate the impact of the noisy
entanglement distribution on the proposed EAC. Specifically,
here we conduct a theoretical analysis to understand the noise
effects on the EAC when the distribution of the contention-
resolution state is noisy. Then, in Sec. V-C, we generalize this
analysis by introducing the noise also in the distribution of
the contended resource, i.e. the entanglement resource to be
exploited after the contention resolution. To this aim, let D =
[D1,---,D,] denote the random vector modeling the Dicke
state |DF) measurement outcomes, and let d, € {0,1}%",
with d(d,) = k and h € {1,...,(})}, denote an arbitrary
realization of D. The generic element d; of dj, represents the
outcome corresponding to the measurement of the i-th qubit of
|Df,> which can be clearly either O or 1. Stemming from (6),
it results:

‘ -

PD=d,)=PD=4d)=

)

d
Vi=1,---,n
d

)

I &3

—_

=3

S|
I
o

(18)

Let Kq, = {i : d; = 1} denote the identities of the k
nodes granted with the access to the contended resource. Each
realization d;, corresponds to a different set of k selected
nodes.

Proposition 3: In presence of noisy contention-resolution
distribution, the proposed EAC successfully solves the con-
tention with probability Ps given by:

Py = (1—-q¢")". (19)
Proof: Please refer to Appendix D. [ ]

Remark 3: Proposition 3 provides a compact closed-form
expression capturing the complex behavior of the proposed
EAC in presence of noise. Indeed, it results that the capa-
bility of the quantum-genuine EAC to successfully solve the
contention does not depend on the total number of nodes 7.
Conversely, it depends only on the number & of nodes to grant
with the entanglement access as well as on the number M of
possible e-bit distribution attempts. This is remarkable, since
random MAC protocols typically exhibit a success probability
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which decreases with the number n of nodes sharing the
medium.

Remark 4: An additional observation comes from the result
in Proposition 3. Specifically, as observed in the previous
remark, Py increases with M: indeed, it converges to 1 expo-
nentially faster as M increases. This allows a further insight.
Specifically, as highlighted in Section II, we considered the
worst case scenario with a single communication qubit for
each resource (contenting or contention-resolution) at each
node. Hence, the ebit distribution attempts are sequentially
performed, and at most M distribution attempts can be per-
formed within the coherence time. Conversely, if we relax
this worst-case assumption by increasing the number of com-
munication qubits available at each network node, we can
have multiple ebit distribution attempts performed in parallel,
and this would directly map into higher Ps as follows Ps; =
(1 — gM-le)k, with 1. denoting the communication qubits at
each node.

Remark 5: Furthermore, by accounting for Proposition 3
and the previous remarks, it is possible to extend the pro-
posed EAC and its analysis to the case of the entanglement
distribution enriched with entanglement purification. Broadly,
entanglement purification strategies consist in obtaining a
single entangled state characterized by an higher fidelity from
multiple imperfect entangled states [58]. In the context of
the EAC, in order to perform entanglement purification,’
each end-node would require more than one EPR pair for
each multipartite entangled state. Specifically, let 1 be the
number of ebits required at each node to perform entanglement
purification and distill one EPR with higher fidelity, set accord-
ingly to the considered application. Then, this scenario can
be analyzed by considering an equivalent system composed
by nn end-nodes without entanglement purification. Indeed,
the probability Ps; does not depend on the cardinality of
the contention set. Differently, it depends on k, namely, the
cardinality of the subset of nodes granted with the access to
the resource, which is predetermined and does not change with
the adopted purification strategy. As a consequence, in case of
multiple distribution attempts, the analysis developed above
does not change. However, when parallel distribution attempts
are not allowed, the purification strategy causes delays in the
distribution process as it demands for additional time-slots.

C. Fully Noisy Distribution

In the previous subsection, we considered the performance
of the proposed EAC when the distribution of the contention-
resolution state is noisy. Such an analysis is here generalized
by considering as “noisy” also the distribution of the con-
tended resource. To this aim, we observe that in the context
of the EAC, the distribution of both the entangled resources

“Hereafter, we focus on the purification of the EPR pairs needed for
distributing the multipartite entangled states via teleportation. Clearly, a purifi-
cation process (at the orchestrator, before the distribution process) could be
required if the generation of the multipartite entangled state at orchestrator
is noisy. In this case, it should be noted that an entanglement purification
protocol for multipartite systems would be required [59]. Such a protocol
should be selected accordingly to the entangled state to be purified and to
the adopted technological implementation. However, the conducted analysis
in terms of EAC success probability and distribution process does not change.
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Fig. 8. State probability P(S%/I), with 7 = n, versus failure distribution probability g, for different values of n and distribution attempts M. The vertical
dotted line represents the absorbing threshold given in (20), corresponding to a contention set of 7 = 20 nodes and ¢ = 107°.

could take place sequentially or in batch. In other words,
the two resources may be distributed according to a time
division strategy or frequency division strategy [60], [61].
In both the cases, the analytical framework developed in the
previous sections continue to holds. In other words, each noisy
distribution process can be modeled through two independent
Markov chains, driven by different failure probabilities and
different time horizons A in Def. 7. Accordingly, in the
following, we denote with ¢ the probability of observing
a failure in the distribution of the contention-resolution state
and with ¢. the probability of observing a failure in the
distribution of the contended resource. Thus, the following
result is obtained.

Proposition 4: In presence of noisy distribution for both the
resources, the proposed EAC successfully solves the contention
with probability P; given by:

Po=(1-qy — ¢ +ai'q")", (20)
where M represents the minimum time horizon characterizing
the two distribution processes.

Proof: Please refer to Appendix E ]

VI. PERFORMANCE ANALYSIS

We first focus on the analysis of the Markovian model
describing the noisy entanglement distribution. Then, we con-
duct a performance analysis of the EAC in presence of noise.

A. Entanglement Distribution Analysis

Considering the distribution process of the contention-
resolution resource. The probability of successfully distribute
n ebits, according to the Markov chain model depicted in
Fig. 7, is showed in Fig. 8 as a function of the failure
distribution probability ¢ £ 1 — p — modeling the behavior
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Fig. 9. State probability P(SZT), with j = n = 10, versus the number m
of distribution attempts for different values of g.

of the physical quantum channel utilized for the entanglement
distribution— and for different values of n. Specifically, each
plot in Fig. 8 depicts: i) with a continuous line, the probability
P(S%,) of observing n connected nodes after the M -th
distribution attempt, ii) with a dotted line, the probability
P(S]) = p™ of observing n connected nodes when a single
distribution attempt is performed. By considering these two
metrics, we are able to compare the M-attempts distribution
strategy with the one-shot (M = 1) distribution strategy.
As expected, in presence of noise, the distribution strategy
performed over M attempts outperforms the one-shot strategy.
This gain is assured also in presence of hostile quantum
communication channels, i.e., for the highest values of q.
More into details, it is possible to reach P(S};) = 1 even
for ¢ > 0. And, indeed, as shown in Fig. 8, the higher is the
value of M, the wider is the range of ¢ values for which
P(S%;) = 1. Thus, the wider is the ¢ range tolerated by
the distribution process. This behavior continue to hold when
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Fig. 10. State probability P(Sg) versus number j of connected nodes, for different values of failure probability ¢ and node number n.
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the number of nodes n to be connected increases, although 10 L 220_8
for small values of n the desired P(S%,) = 1 is reached —— =07
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in wider ranges of g. Stemming from this, it is evident that - q=05
multiple-attempts distribution strategies should be adopted in -+ aq= 8‘3‘
. = gq=0.
complex quantum systems, characterized by large number n = q=02
—e— gq=0.1

of nodes and hostile quantum communication channels. To
elaborate more on the above considerations, we can observe
that for any value of M, each subplot in Fig. 8 shows a range
of g-values corresponding to a region of P(S%,) ~ 1 and a
complementary range of ¢ characterized by appreciable vari-
ations of P(S%,). As instance for M = 20, the probability of
having n connected nodes changes with n only in presence of
hostile quantum communication channels, i.e., for ¢ € (0.6, 1],
although the curves corresponding to different n exhibit higher
slopes and they are close to each others. Conversely, for
g < 0.6, the curves corresponding to different numbers n
of connected nodes are indistinguishable. Thus, higher values
M of attempts reduces the g-range significantly impacting on
the performances of the entanglement distribution processes
and, consequently, on the proposed EAC. Differently, as the
value of M decreases, the probability P(S%,) of observing
n connected nodes after M -attempts exhibits a heterogeneous
behaviour as the number of nodes n to be connected varies,
with a “shrinking” of the g¢-range in which P(S%,) ~ 1.
Stemming from this, the number M of attempts determines
the so called absorbing threshold G(M), represented with a
dotted vertical line in Fig. §, i.e., the value of the probability
q such that:

P(Sy)>1—¢e, Vg<qg(M) (21)
for any considered'? value of n. In Fig. 8, ¢ is set equal
to 10~°. The above considerations can be further extended
by considering the probability P(S,) of observing j = n
connected nodes as a function of the number m of distribution
attempts, as depicted in Fig. 9, for n = 10. As showed by
the line for ¢ = 0.4, P(S}}) ~ 1 after m = 13 attempts.

10The absorbing threshold depends on n as well, i.e., for n1 > ng :
Gny, (M) < Gny(M). Hence, to provide a global parameter meaningful for
all the considered values of n, we considered in Fig. 8 the worst-case scenario,
with the threshold corresponding to the highest value of n. The dependence
on n appears to have weaker effects on the threshold than the one caused by
M.
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Fig. 11. EAC contention-resolution probability Ps versus number of nodes
k < n = 10, for different values of ¢ when M = 3.

Clearly, a lower number of attempts is required to reach the
value P(S},) ~ 1 for ¢ < 0.4. Finally, in Fig. 10, we report
the state probability P(S9,) as a function of the number j
of connected nodes, for different values of node number n
and different values of failure probability g. P(S},) represents
the probability of observing j out of n connected nodes at
the M-th attempt, namely, the probability of observing the
system in one of the states belonging to the last row of the
Markov chain depicted in Fig. 7. According to Corollary 1, for
a given number of attempts (M = 3 in Fig. 10) the connected
set probability follows a binomial distribution with parameters
n,1 —¢M. It is worthwhile to note that the grainy curves are
due to undersampling, as a consequence of the small values of
Jj. From Fig. 10, for a given g, it results that when the number
n of nodes increases P(S7,) decreases.

B. EAC Performance Analysis

We focus now on investigating the performance of the
proposed quantum-genuine EAC in presence of noise. To this
aim, in Fig. 11, we report the contention-resolution probability
P; derived in Prop. 3 as a function of the number k£ <
n of nodes to be granted with access to the contending
resource, for different values of failure distribution probability
q. The number M of distribution attempts is set equal to
M = 3. As showed within the figure, and in agreement with
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Fig. 12. EAC contention-resolution probability for noisy entanglement distribution towards n = 8 contending nodes, with M = 3 for the uppermost figures

and M = 10 for the lowermost figures.

equation (19), the contention-resolution probability decreases
with the number k£ of nodes to be granted with access to
the contended resource, for a given value of ¢q. The above
analysis can be generalized by accounting for the noise also
in the distribution of the contended entangled resource as
derived in Prop. 4. Specifically, in Fig. 12, the contention-
resolution probability (20) is reported for different communi-
cation settings by considering different ebit loss probabilities
for the contended resource and the contention-resolution
one.

Accordingly to the analysis developed at the beginning of
this section, in order to emphasize the noise effects on the
proposed EAC, we consider a low number M of attempts.
More into details, in the uppermost figures of Fig. 12, P
is numerically evaluated for M = 3, when the contention
set is constituted by n = 8 nodes. As expected, the overall
performances are significantly lowered by the noisy distri-
bution of both the entangled resources. As instance, with
reference to Fig. 11, the contention-resolution probability for
g = 0.3, = 0 and & = 2 reaches values close to one.
Differently, Fig. 12 shows significantly lower values of the
contention-resolution probability. And indeed this Ps decrease
is more significant for higher values of ¢.. The reason is
twofold. On one hand, high values of g., that is related to
the channel absorption experienced by the distribution of the
contended resource, prevents to reach an high number of
nodes. On the other hand, the identities of the nodes granted
with the access to the resource also impact the contention-
resolution probability. Indeed, as showed in the uppermost
figures of Fig. 12, even when both the resources experience
low absorption, say ¢ = ¢.r = 0.3, Ps has maximum
value equal to 0.8 for k¥ = 2. As showed in Fig. 12, higher
values of Ps can be achieved with an higher number of

distribution attempt, i.e., higher values of M. Specifically, the
lowermost figures show the contention-resolution probability
for a system supporting M = 10 attempts for the distribution
of the entangled resources, towards n = 8 contending nodes.
We observe that the contention-resolution probability exhibits
quite the same behavior in presence of different channel
conditions, namely ¢, = 0.5 and ¢, = 0.3. Thus, multiple-
distribution attempts can be an effective strategy to overcome
different noise severity levels. Indeed, for ¢. = q. = 0.7,
the contention-resolution probability shifts from a maximum
value about 0.1 when M = 3 to a maximum value in [0.75, 1)
when M = 10.

VII. CONCLUSION

We proposed a quantum-genuine EAC protocol which lever-
ages the features of the multipartite entangled Dicke states
to accomplish the access control of a contended entangled
resource. Such a protocol preserves the privacy and anonymity
of the identities of the selected nodes, and it avoids to
delegate the signaling arising with entanglement access con-
trol to the classical network. Additionally, we conducted
a theoretical analysis of the EAC in presence of noise.
Specifically, we developed an analytical framework leveraging
the features of Markov chains to capture the behavior of
the entanglement distribution process in presence of noise.
Stemming from this, we derived closed-form expressions of
the contention-resolution probability in presence of noise.
This theoretical analysis is able to catch the complex noise
effects on the EAC through meaningful parameters. This,
in turn, provides crucial guidelines for the design of efficient
network protocols. Finally, a numerical analysis is conducted,
which shows that the noise effects are narrowed through
multiple-attempt distribution strategies.
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APPENDIX A
PROOF OF PROPOSITION 1

The proof easily follows by observing that the probability
of evolving to state SJ , starting from the state evolution
Sh ...,S8i |, depends only on the current state S! ;
In fact by accounting for the system model given in Sec. II,
the heralded teleportation scheme allows the orchestrator to
recognize which node — if any — experienced an ebit loss.
In such a case, further distribution attempts can be performed
to eventually distribute the targeted state to the missing nodes.
Furthermore, by restricting the distribution attempts within the
time horizon M, namely, within a time interval where the
decoherence effects are negligible, the system state evolution
is restricted from “backward” transitions towards smaller con-
nected sets with j < ¢. As a consequence, once in the state

i 1. the orchestrator performs n — i new generation and
distribution attempts trying to reach the missing contending
nodes.

APPENDIX B
PROOF OF PROPOSITION 2

According to Def. 6, each distribution attempt is modeled
as a Bernoulli random variable with parameter p. Accordingly,
g £ 1 — p denotes the probability of observing a failed
distribution attempt. Once node /N; experienced a distribu-
tion success, no further distribution attempts are performed.
Hence, X;(m) = 0 iff exactly m distribution attempts failed.
This event occurs with probability ¢"*. And, accordingly, the
corresponding complementary event has probability 1 — ¢™.
Equivalently, this can be expressed by stating that X;(m) has
a Bernoulli distribution with parameter 1 —¢™, i.e., X;(m) ~
B(1,1 — ¢™). The aforementioned probability mass function
holds regardless of the node identity ¢. As a consequence,
X1(m), -, Xn(m) are n iid. Bernoulli random variables
with parameter 1 — ¢

APPENDIX C
PROOF OF COROLLARY 1

The proof follows by accountiong for the results derived
in Prop. 2. Specifically, we observe that the indicator random
variable X;(m) takes value in {0,1}. Hence, || X(m) [|?*=
>, Xi(m). As a consequence, it results

ZX =)

Being X;(m), -, X,(m) i.i.d Bernoulli random variables
with parameter 1 —¢™, as proved in Prop 2, and by exploiting
the last equality in (22), the result follows. In fact, the sum
of n i.i.d. Bernoulli random variables with success probability
1—¢™ is distributed according to a binomial distribution with
parameters n and 1 — ¢".

P(S)) = P(| X(m) [|*= (22)

APPENDIX D
PROOF OF PROPOSITION 3

Having no less than k connected nodes, i.e., (M) ||?> k,
is a necessary condition for the success of the contention reso-
lution. However, such a condition is not a sufficient condition.

2103

Specifically, given the set of identities g, corresponding to a
certain realization dj,, it must also hold that an e-bit has been
successfully distributed to the nodes with identities in Cq, .
In other words, the winning set must belong to the connected
set S}, i.e., Kq, € S}, or equivalently X;(M) = 1,Vi €
Ka, - Hence, it follows that the probability of successfully
solving the contention can be expressed as:

P, = P(X(M)D* = k)

= P(X(M)D" =k || X(M) ||*> k)P(|| X(M) ||*> k)

(23)

By exploiting the law of total probability, (23) can be re-
written as:

(%)
P, = Z P(X(M

h=1
x P(D =dy)P(]| X(

(%)
=> ) PX(M
h=1 j=k
) = 5)P(D = dy)

x P(|| X(M
By accounting for the structure of the contention-resolution
state, it is easy to verify that:

P(X(M)d;, = k ||| X(M) |*= j.D = dy)

= (o))

which does not depend on the particular D = dj. Thus,
it results that the conditioning on D = dj in (24) does not
act. Consequently, (24) can be re-written as follows:

P, =) PX(M)d
j=k

dj, =k [|| X(M) |*> k., D = dy,)

M) |z k)
dj, =k || X(M) |*=j,D = dy)

(24)

(25)

=k | X(M) |*=j,D = d)

P(|| X(M) |*= j)-

By accounting for the result in Corollary 1 and by substitut-
ing (25) in (26), one obtains:

(26)

n
P, = (n—kz>(1 g™y M (n=1)
j=k j=k
n—k n—Fk
:(1_ ]VI)kZ( ) >(1 A4)th(n—k—h). (27)
h=0

with (27) equal to (1 — ¢M)F
Theorem.

by applying the Binomial

APPENDIX E
PROOF OF PROPOSITION 4

Let Y(m) denote the discrete-time stochastic vector asso-
ciated to the distribution process of the contended resource,
ie., Y(m) = [Yi(m), -, Yo(m)] withm =1,--- | M,. It is
worthwhile to observe that threshold time in Def. 2 might
depend on the technology adopted for generating the multipar-
tite entangled state. Hence, in the general case of considering
heterogeneous systems, 7y could be different for the two
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entangled resources. This, in turn, determines different values
for the time horizon in Def. 7. In order to evaluate the EAC
successful probability, we consider M £ min{ M., M.}, with
M., denoting the time horizon of the contention-resolution
state distribution, and M, denoting the time horizon of the
contended resource distribution. With this in mind, the proofs
follows by reasoning similarly to Prop.3, by observing that the
success probability can be expressed as: P, = P(X(M)D" =

E,YMD' = k) =

P(X(M)D" = k)P(Y(M)D* = k),

being the distribution processes of the two entangled
resources statistically independent. By accounting for the
result in Prop. 3, after some algebraic manipulations, the proof
follows.

[1]

[2]

[4]
[5]

[6]

[8]

[9]

[10]

[11]
[12]

[13]

[14]

[15]
[16]

(17]

(18]

[19]

[20]

[21]

REFERENCES

J. Illiano, M. Viscardi, S. Koudia, M. Caleffi, and A. S. Cacciapuoti,
“Quantum internet: From medium access control to entanglement access
control,” in Proc. IEEE Globecom Workshops (GC Wkshps), Dec. 2022,
pp- 1329-1334.

A. S. Cacciapuoti, M. Caleffi, F. Tafuri, F. S. Cataliotti, S. Gherardini,
and G. Bianchi, “Quantum internet: Networking challenges in dis-
tributed quantum computing,” /IEEE Netw., vol. 34, no. 1, pp. 137-143,
Jan. 2020.

J. Illiano, M. Caleffi, A. Manzalini, and A. S. Cacciapuoti, “Quan-
tum internet protocol stack: A comprehensive survey,” Comput. Netw.,
vol. 213, Aug. 2022, Art. no. 109092.

W. Kozlowski, Architectural Principles for a Quantum Internet, docu-
ment RFC 9340, Mar. 2023.

S. Wehner, D. Elkouss, and R. Hanson, “Quantum internet: A
vision for the road ahead,” Science, vol. 362, no. 6412, Oct. 2018,
Art. no. eaam9288.

E. Rieffel and W. Polak, Quantum Computing: A Gentle Introduction.
Cambridge, MA, USA: MIT Press, 2011.

M. A. Nielsen and I. L. Chuang, Quantum Computation and Quantum
Information, 10th ed. Cambridge, U.K.: Cambridge Univ. Press, 2011.
R. Raussendorf and H. J. Briegel, “A one-way quantum computer,” Phys.
Rev. Lett., vol. 86, no. 22, pp. 5188-5191, May 2001.

M. A. Nielsen, “Optical quantum computation using cluster states,”
Phys. Rev. Lett., vol. 93, no. 4, Jul. 2004, Art. no. 040503.

J. Miguel-Ramiro, A. Pirker, and W. Diir, “Genuine quantum networks
with superposed tasks and addressing,” NPJ Quantum Inf., vol. 7, no. 1,
p. 135, Sep. 2021.

R. Van Meter et al., “A quantum internet architecture,” in Proc. [EEE
Int. Conf. Quantum Comput. Eng. (QCE), Sep. 2022, pp. 341-352.

R. V. Meter, J. Touch, and C. Horsman, “Recursive quantum repeater
networks,” NII J., vol. 8, pp. 65-79, Mar. 2011.

A. S. Cacciapuoti, J. Illiano, S. Koudia, K. Simonov, and M. Caleffi,
“The quantum internet: Enhancing classical internet services one qubit
at a time,” IEEE Netw., vol. 36, no. 5, pp. 6-12, Sep. 2022.

A. Khan, U. Khalid, J. ur Rehman, and H. Shin, “Quantum anonymous
private information retrieval for distributed networks,” IEEE Trans.
Commun., vol. 70, no. 6, pp. 40264037, Jun. 2022.

R. V. Meter and J. Touch, “Designing quantum repeater networks,” IEEE
Commun. Mag., vol. 51, no. 8, pp. 64-71, Aug. 2013.

A. Dahlberget al., “A link layer protocol for quantum networks,” in Proc.
ACM SIGCOMM, 2019, pp. 159-173.

M. Pompili et al., “Experimental demonstration of entanglement delivery
using a quantum network stack,” NPJ Quantum Inf., vol. 8, no. 1, p. 121,
Oct. 2022.

G.-L. Long, D. Pan, Y.-B. Sheng, Q. Xue, J. Lu, and L. Hanzo, “An
evolutionary pathway for the quantum internet relying on secure classical
repeaters,” IEEE Netw., vol. 36, no. 3, pp. 82-88, May 2022.

M. Caleffi et al., “Distributed quantum computing: A survey,” 2022,
arXiv:2212.10609.

D. Greenberger et al., “Going beyond bell’s theorem,” in Bell’s Theorem,
Quantum Theory and Con. of the Universe. Dordrecht, The Netherlands:
Springer, 1989.

L. Bugalho, B. C. Coutinho, F. A. Monteiro, and Y. Omar, “Distributing
multipartite entanglement over noisy quantum networks,” Quantum,
vol. 7, p. 920, Feb. 2023.

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 72, NO. 4, APRIL 2024

[22]

(23]

[24]

[25]

[26]

[27]

[28]
[29]
[30]

(31]

[32]

[33]
[34]

[35]

[36]

[37]

[38]

[39]
[40]

[41]

[42]

[43]

[44]

[45]

[46]
[47]

[48]

[49]

J. Wallnofer, M. Zwerger, C. Muschik, N. Sangouard, and W. Diir, “Two-
dimensional quantum repeaters,” Phys. Rev. A, Gen. Phys., vol. 94, no. 5,
Nov. 2016, Art. no. 052307.

S. de Bone, R. Ouyang, K. Goodenough, and D. Elkouss, “Protocols
for creating and distilling multipartite GHZ states with bell pairs,” IEEE
Trans. Quantum Eng., vol. 1, pp. 1-10, 2020.

G. Avis, F. Rozpedek, and S. Wehner, “Analysis of multipartite entan-
glement distribution using a central quantum-network node,” Phys. Rev.
A, Gen. Phys., vol. 107, no. 1, Jan. 2023, Art. no. 012609.

A. Pirker, J. Wallnofer, and W. Diir, “Modular architectures for quantum
networks,” New J. Phys., vol. 20, no. 5, May 2018, Art. no. 053054.
C. Meignant, D. Markham, and F. Grosshans, “Distributing graph states
over arbitrary quantum networks,” Phys. Rev. A, Gen. Phys., vol. 100,
no. 5, Nov. 2019, Art. no. 052333.

A. Fischer and D. Towsley, “Distributing graph states across quantum
networks,” in Proc. IEEE Int. Conf. Quantum Comput. Eng. (QCE),
Oct. 2021, pp. 324-333.

M. Caleffi, “Optimal routing for quantum networks,” IEEE Access,
vol. 5, pp. 22299-22312, 2017.

M. Pant et al., “Routing entanglement in the quantum internet,” NPJ
Quantum Inf., vol. 5, no. 1, p. 25, Mar. 2019.

S. Shiet al., “Concurrent entanglement routing for quantum networks:
Model and designs,” in Proc. SIGCOMM, 2020, pp. 62-75.

G. Vardoyan, S. Guha, P. Nain, and D. Towsley, “On the stochastic
analysis of a quantum entanglement distribution switch,” IEEE Trans.
Quantum Eng., vol. 2, pp. 1-16, 2021.

G. Vardoyan, S. Guha, P. Nain, and D. Towsley, “On the exact analysis
of an idealized quantum switch,” SIGMETRICS Perform. Eval. Rev.,
vol. 144, Dec. 2020, Art. no. 102141.

L. Gyongyosi and S. Imre, “Entanglement access control for the quan-
tum internet,” Quantum Inf. Process., vol. 18, no. 4, pp. 1-17, Apr. 2019.
R. Horodecki, P. Horodecki, M. Horodecki, and K. Horodecki, “Quan-
tum entanglement,” Rev. Modern Phys., vol. 81, p. 865, Jun. 2009.

M. Epping, H. Kampermann, C. Macchiavello, and D. Bru}, “Multi-
partite entanglement can speed up quantum key distribution in
networks,” New J. Phys., vol. 19, no. 9, Sep. 2017, Art. no. 093012.

J. Huang, X. Chen, X. Li, and J. Wang, “Chip-based photonic graph
states,” AAPPS Bull., vol. 33, no. 1, p. 14, Jun. 2023.

H. Zhou, T. Li, and K. Xia, “Parallel and heralded multiqubit entan-
glement generation for quantum networks,” Phys. Rev. A, Gen. Phys.,
vol. 107, no. 2, Feb. 2023, Art. no. 022428.

S. Barz, G. Cronenberg, A. Zeilinger, and P. Walther, “Heralded
generation of entangled photon pairs,” Nature Photon., vol. 4, no. 8,
pp. 553-556, Aug. 2010.

J. Hofmann et al., “Heralded entanglement between widely separated
atoms,” Science, vol. 337, no. 6090, pp. 7275, Jul. 2012.

I. B. Djordjevic, “On global quantum communication networking,”
Entropy, vol. 22, no. 8, p. 831, Jul. 2020.

I. B. Djordjevic, “On entanglement assisted classical optical commu-
nication with transmitter side optical phase-conjugation,” IEEE Access,
vol. 9, pp. 168930-168936, 2021.

V. Nafria and I. B. Djordjevic, “Entanglement assisted communication
over turbulent free-space optical (FSO) link with phase conjugation on
idler photons and adaptive optics,” in Proc. Adv. Photon. Congr., 2023,
p. SpTh2D.2.

C. H. Bennett, D. P. DiVincenzo, and J. A. Smolin, “Capacities of quan-
tum erasure channels,” Phys. Rev. Lett., vol. 78, no. 16, pp. 3217-3220,
Apr. 1997.

C. H. Bennett, P. W. Shor, J. A. Smolin, and A. V. Thapliyal,
“Entanglement-assisted classical capacity of noisy quantum channels,”
Phys. Rev. Lett., vol. 83, no. 15, pp. 3081-3084, Oct. 1999.

D. Bruss, L. Faoro, C. Macchiavello, and G. M. Palma, “Quantum entan-
glement and classical communication through a depolarizing channel,”
J. Modern Opt., vol. 47, nos. 2-3, pp. 325-331, Feb. 2000.

R. Jozsa, “Fidelity for mixed quantum states,” J. Modern Opt., vol. 41,
no. 12, pp. 2315-2323, Dec. 1994.

J. F. Kurose and K. W. Ross, Computer Networking: A Top-Down
Approach, 6th ed. London, U.K.: Pearson, 2012.

A. S. Cacciapuoti, M. Caleffi, R. Van Meter, and L. Hanzo, “When
entanglement meets classical communications: Quantum teleportation
for the quantum internet,” IEEE Trans. Commun., vol. 68, no. 6,
pp. 3808-3833, Jun. 2020.

Y.-H. Li and L.-P. Nie, “Bidirectional controlled teleportation by using a
five-qubit composite GHZ-bell state,” Int. J. Theor. Phys., vol. 52, no. 5,
pp. 1630-1634, May 2013.



ILLIANO et al.: QUANTUM MAC: GENUINE EAC VIA MANY-BODY DICKE STATES

[S0] D. Zhang, X. W. Zha, W. Li, and Y. Yu, “Bidirectional and asymmetric
quantum controlled teleportation via maximally eight-qubit entangled
state,” Quantum Inf. Process., vol. 14, no. 10, pp. 3835-3844, Oct. 2015.
Z.-j. Zhang, Y. Li, and Z.-x. Man, “Multiparty quantum secret sharing,”
Phys. Rev. A, Gen. Phys., vol. 71, no. 4, Art. no. 044301, 2005.

[51]

[52] P. Komar et al., “A quantum network of clocks,” Nature Phys., vol. 10,
no. 8, pp. 582-587, 2014.

[53] R. H. Dicke, “Coherence in spontaneous radiation processes,” Phys. Rev.,
vol. 93, no. 1, pp. 99-110, Jan. 1954.

[54] L. Mandel and E. Wolf, Optical Coherence and Quantum Optics.
Cambridge, U.K.: Cambridge Univ. Press, 1995.

[55] A. Birtschi and S. Eidenbenz, “Short-depth circuits for Dicke state
preparation,” in Proc. IEEE Int. Conf. Quantum Comput. Eng. (QCE),
Sep. 2022, pp. 87-96.

[56] G.F. Xu and D. M. Tong, “Realizing multi-qubit controlled nonadiabatic
holonomic gates with connecting systems,” AAPPS Bull., vol. 32, no. 1,
p- 13, Dec. 2022.

[57] D. Ferrari, A. S. Cacciapuoti, M. Amoretti, and M. Caleffi, “Compiler
design for distributed quantum computing,” IEEE Trans. Quantum Eng.,
vol. 2, pp. 1-20, 2021.

[58] C. H. Bennett, G. Brassard, S. Popescu, B. Schumacher, J. A. Smolin,
and W. K. Wootters, “Purification of noisy entanglement and faithful
teleportation via noisy channels,” Phys. Rev. Lett., vol. 76, no. 5,
pp. 722-725, Jan. 1996.

[59] P-S. Yan, L. Zhou, W. Zhong, and Y.-B. Sheng, “Advances in quantum
entanglement purification,” Sci. China Phys., Mech. Astron., vol. 66,
no. 5, May 2023, Art. no. 250301.

[60] F. Griinenfelder, R. Sax, A. Boaron, and H. Zbinden, “The limits of

multiplexing quantum and classical channels: Case study of a 2.5 GHz
discrete variable quantum key distribution system,” Appl. Phys. Lett.,
vol. 119, no. 12, Sep. 2021, Art. no. 124001.

V. Nafria and I. B. Djordjevic, “Multi-wavelength entanglement distri-
bution over turbulent free-space optical link with wavefront corrections
from adaptive optics,” in Proc. 23rd Int. Conf. Transparent Opt. Netw.
(ICTON), Jul. 2023, pp. 1-4.

[61]

Jessica Illiano (Graduate Student Member, IEEE)
received the B.Sc. and M.Sc. degrees (summa cum
laude) in telecommunications engineering from the
University of Naples Federico II, Italy, in 2018 and
2020, respectively, where she is currently pursu-
ing the Ph.D. degree in information technologies
and electrical engineering. Since 2017, she has
been a member of the Quantum Internet Research
Group, Future Communications Laboratory (FLY).
Her research interests include quantum communica-
tions, quantum networks, and quantum information
processing. In 2020, she was the Winner of the Scholarship * Quantum
Communication Protocols for Quantum Security and Quantum Internet” fully
funded by TIM S.p.A. She is the Website Co-Chair of N2Women.

Marcello Caleffi (Senior Member, IEEE) was
with the Broadband Wireless Networking Labora-
tory, Georgia Institute of Technology, as a Visiting
Researcher, from 2010 to 2011. In 2011, he was with
the NaNoNetworking Center in Catalunya (N3Cat),
Universitat Politecnica de Catalunya, as a Visiting
Researcher. Since July 2018, he has been a Full
Professor of telecommunications engineering with
the Italian National Habilitation. He is currently
an Associate Professor with the DIETT Department,
University of Naples Federico II, where he co-led
the Quantum Internet Research Group. He is also with the National Labo-
ratory of Multimedia Communications, National Inter-University Consortium
for Telecommunications. In 2019, he was also appointed as a member of the

2105

IEEE New Initiatives Committee by the IEEE Board of Directors. His work
appeared in several premier IEEE TRANSACTIONS and journals. He received
multiple awards, including the Best Strategy Award, the Most Downloaded
Article Award, and the Most Cited Article Award. In 2022, he was awarded
the IEEE Communications Society “Best Tutorial Paper Award” 2022 for
the paper “When Entanglement Meets Classical Communications: Quantum
Teleportation for the Quantum Internet.” He serves as an Editor for IEEE
TRANSACTIONS ON WIRELESS COMMUNICATIONS and IEEE TRANSAC-
TIONS ON QUANTUM ENGINEERING. Previously, he served as an Editor/an
Associate Technical Editor for IEEE Communications Magazine and 1IEEE
COMMUNICATIONS LETTERS. He has served as the chair, the TPC chair,
and a TPC member for several premier IEEE conferences. In 2017, he was
appointed as a Distinguished Visitor Speaker from the IEEE Computer Society
and he has been elected Treasurer of the IEEE ComSoc/VT Italy Chapter.
In 2023, he was appointed as a ComSoc Distinguished Lecturer.

Michele Viscardi (Graduate Student Member,
IEEE) is currently pursuing the Ph.D. degree in
quantum technologies with the University of Naples
Federico II. He is a member of the AH Quantum
Laboratory, University of Naples Federico II. His
research interests include quantum resource theories,
quantum machine learning, and quantum computa-
tion.

Angela Sara Cacciapuoti (Senior Member, IEEE)
is currently a Faculty Member of the University
of Naples Federico II, Italy. Her current research
interests include quantum communications, quan-
tum networks, and quantum information processing.
From 2016 to 2019, she was appointed as a member
of the IEEE ComSoc Young Professionals Stand-
ing Committee. Her work has appeared in first-tier
IEEE journals and she has received different awards,
including the 2022 IEEE ComSoc Best Tutorial
Paper Award, the 2022 WICE Outstanding Achieve-
ment Award for outstanding contribution in the quantum communication
and network field, and the 2021 N2Women: Stars in Networking and
Communications. She was a recipient of the 2017 Exemplary Editor Award
of IEEE COMMUNICATIONS LETTERS. From 2020 to 2021, she was the
Vice-Chair of the IEEE ComSoc Women in Communications Engineering
(WICE). Previously, she has been appointed as the Publicity Chair of
WICE. From 2017 to 2020, she was the Treasurer of the IEEE Women in
Engineering (WIE) Affinity Group of the IEEE Italy Section. For the quantum
internet topics, she was an IEEE ComSoc Distinguished Lecturer, class of
2022-2023. She serves as an Editor-at-Large for IEEE TRANSACTIONS ON
COMMUNICATIONS and an Editor/an Associate Editor for the journals, such
as IEEE TRANSACTIONS ON QUANTUM ENGINEERING, /EEE Network, and
IEEE COMMUNICATIONS SURVEYS AND TUTORIALS. She served as an
Area Editor for IEEE COMMUNICATIONS LETTERS from September 2019 to
September 2023.

Open Access funding provided by ‘Universita degli Studi di Napoli "Federico II"” within the CRUI CARE Agreement



